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AUDIT COMMITTEE

MINUTES OF MEETING HELD ON THURSDAY, 7 NOVEMBER 2019

Present: Mr Michael Bonner, in the Chair; Councillors Jackie Bowman, Allan Forster, 
Joan Hully and Ged McGrath.

Officers: Steven Brown (Director of Financial Resources), Sarah Pemberton (Director of 
Corporate Services and Commercial Strategy (Monitoring Officer)), Gillian Butterworth 
(Performance and Risk Management Officer) and Clive Willoughby (Democratic Services 
Officer).

AU 19/15 Apologies for Absence 

Apologies for absence were received from Councillor Russell Studholme.

AU 19/16 Declarations of Interests in Agenda Items: 

Councillors Jackie Bowman and Joan Hully declared a Personal interest in any item relating to 
benefits due to being in receipt of a benefit.

AU 19/17 Minutes of the meeting held on 8 August 2019 

RESOLVED - That the minutes of the meeting held on 8 August 2019 be signed by the Chair as 
a correct record.

AU 19/18 Order of Agenda Items 

With the permission of the Chair, it was 
AGREED that Agenda Items 8 (Audit update) and 9 (Finance update) be taken first and 
together.

AU 19/19 Audit Update 

AU 19/20 Finance Update 

Mr Gareth Kelly and Mr Jamie Wright (Grant Thornton) provided an overview on the work of 
the external auditor for the benefit of the new committee members.

Members were then provided with a brief history of the Council’s accounts and the challenges 
posed by the cyber attack in August 2017. It was due to the cyber attack that additional 
testing of data was taking place.

Consideration was then given to Grant Thornton’s Audit Progress Report and Sector Update
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Testing had highlighted a number of areas where there were errors, which resulted in further 
testing. Not all errors were due to the cyber attack, some were down to incorrect coding for 
example.

The Director of Financial Resources and the Finance team were thanked for their help and 
support during this process.

Members were reassured to hear that there was no evidence of any money missing or any 
fraudulent activity and that the auditors were not concerned at the Council’s viability.

It was however, suggested that a line be added to the Risk Register. 

Committee noted the Redmond Review which would look at the current audit arrangements 
for councils and whether they are still ‘fit for purpose’. 

Committee also noted that the National Audit Office – Code of Audit Practice consultation 
was open until 22 November 2019 and that the new Code would apply from audits of local 
bodies’ 2020-21 financial statements onwards and that from 2021 Value for Money would no 
longer be commented on.

Members were encouraged to note the Public Accounts Committee – Local Government 
Governance and Accountability report which stressed the importance of the Audit Committee 
in local councils. 

RESOLVED:- that 
a) the progress being made with the Statement of Accounts be noted, and
b) a line be added to the Risk Register.

AU 19/21 Report on the Implementation of Audit Recommendations for Quarter Two of 
2019/20 

Consideration was given to the progress of the implementation of Audit recommendations for 
Quarter Two of 2019/20.

The Performance and Risk Management Officer highlighted that at the end of Quarter Two, 
there were a total of 15 audit recommendations outstanding, with a target date for 
completion up to 30 September 2019. Of these 5 were Priority 1 and 10 were Priority 2. 

As suggested at the last meeting the old outstanding audit recommendations were looked at 
and consideration was given to closing them off as they were no longer relevant. Two 
recommendations were considered, AR-C 119 (Review all Human Resources Policies to ensure 
they are all up to date and reflect current practice) and AR-C 122 (Ensure the timely 
implementation of the ICT Strategy work programme).  

RESOLVED – That 
a) the report and progress being made in implementing overdue recommendations be 

noted; 
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b) Two recommendations, AR-C 119 (Review all Human Resources Policies to ensure they 
are all up to date and reflect current practice) and AR-C 122 (Ensure the timely 
implementation of the ICT Strategy work programme) be closed off.  

AU 19/22 Quarterly Risk Monitoring Report for Quarter Two of 2019-20 

The Performance and Risk Management Officer introduced the Quarterly Risk Monitoring 
Report for Quarter Two of 2019-20 to committee.

Committee were then guided through the quarter two Strategic Risk Register.

Members suggested that the Accounts be added to the risk register.

During the discussion that followed, members asked if Copeland was now up to full staff in 
key roles and were advised we were. Members were also advised that there were no 
consultants currently employed.

RESOLVED:- that 
a) The Accounts be added to the Risk Register, and
b) the Quarterly Risk Monitoring Report for Quarter Two of 2019-20 be noted.

(Note: Councillor Allan Forster and the Performance and Risk Management Officer left the 
meeting at this point)

AU 19/23 Internal Audit Update 

Consideration was given to the Internal Audit update report, which was introduced by the 
Director of Financial Resources.

During the discussion of this item, Members asked how many petty cash floats there were 
and the reasons for petty cash being used.

RESOLVED:- that
a) the revised definition for internal audit assurance opinions, as set out in paragraph 2 

of the agenda report be agreed,
b) completion of the final reports as set out in paragraph 3 of the agenda report be 

noted,
c) the ICT Strategy Implementation audit to 2020/21 as set out in paragraph 4 of the 

agenda report be deferred,
d) progress against the annual plan as set out in paragraph 5 of the agenda report be 

noted,
e) progress against the KPIs as set out in paragraph 6 of the agenda report be noted, and
f) the amendment to the Internal Audit Charter as per the safeguards which will be put 

in place to ensure the independence of the service under the new management 
arrangements, as set out in paragraph 7 of the agenda report be agreed.
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AU 19/24 Local Code of Corporate Governance 

The Director of Corporate Services and Commercial Strategy provided Committee with a 
refreshed version of the Council’s Local Code of Corporate Governance (2019). Members 
were advised that the Council was required to maintain an up-to-date Code of Corporate 
Governance based on the latest guidance and to prepare an Annual Governance Statement 
evidencing how it had met the requirements of that Code in practice throughout the 
preceding financial year.

The Local Code of Corporate Governance (2019) incorporated the requirements of 
CIPFA/SOLACE statement ‘Delivering Good Governance in Local Government’ (2016).

During the discussion of this item, Members requested training in Health & Safety and 
Personal Safety.

RESOLVED:- that the refreshed Local Code of Corporate Governance (2019) as attached at 
Appendix A of the agenda report, be approved.

AU 19/25 Date and Time of Next Meeting: 

The next scheduled meeting of Audit Committee will be held on Thursday 
16 April 2019 at 2:00pm (Venue to be confirmed), however, it was noted that a Special 
meeting may be required before then, in which case the Committee members would be 
advised.

The Meeting closed at 4.00 pm 

Chair
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Audit Committee 18 June 2020

Internal Audit Update

PORTFOLIO HOLDER
LEAD OFFICER:

Mike Starkie
Steven Brown, Director of Financial Resources

REPORT AUTHOR: Steven Brown, Director of Financial Resources

WHAT BENEFITS WILL THESE PROPOSALS BRING TO COPELAND 
RESIDENTS?
These proposals ensure the proper administration of the Council’s 
financial affairs to enable the continued delivery of services to Copeland 
residents. 

WHY HAS THIS REPORT COME TO AUDIT COMMITTEE?
This report provides the Audit Committee with an update on the audits 
completed in 2019/20 since the last committee.

RECOMMENDATIONS:
The Audit Committee is recommended to: 

1. Note completion of the final reports as set out in paragraph 2.
2. Agree to amend the 2019/20 audit plan as set out in paragraph 3.2.

1. INTRODUCTION

1.1. Internal audit activity evaluates the exposures to risks relating to 
the organisation’s governance, operations and information 
systems, in compliance with the mandatory Public Sector Internal 
Audit Standards, and to assist Members and Officers in their 
assessment of the overall level of control and the potential impact 
of any identified system weaknesses.

1.2. This report summarises the completed internal audit reports 
issued since the last Audit Committee in November 2019.

2. FINAL AUDIT REPORTS

2.1. Internal audit has issued five final reports during this period and, 
as requested by Members at the Audit Committee on 08/08/19, 
the findings are summarised at Appendix A. The high priority 
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recommendations have been extracted from the Management 
Action Plans and attached at Appendix B.

2.2. The final reports are:

 Corporate Health and Safety (Partial assurance);
 Finance – Debtors (Substantial assurance);
 Main Financial System – Council Tax (Substantial assurance);
 Main Financial System – Treasury Management (Reasonable 

assurance);
 Procurement (Reasonable assurance).

2.3. Full copies of these reports are available to Members of the 
Committee upon request.

3. INTERNAL AUDIT COVERAGE AND OUTCOMES

3.1. Audit Committee approved the 2019/20 audit plan at its meeting 
in April 2019 and was subsequently updated at the November 
meeting of the Audit Committee.  

3.2. As a consequence of the initial impact of the Covid-19 pandemic 
and availability of senior officers during March, April and May 
2020, when the audit plan would typically be finalised, a number 
of audits are recommended to be carried forward in to the 
2020/21 audit plan or cancelled:

 ICT Purchasing, Associated Contracts and Support -will be 
incorporated into the ICT Strategy Implementation audit in 
2020/21; 

 Data Protection Act / GDPR - due to reduced internal audit 
resource available for 2020/21 this audit will be postponed 
until 2021/22;

 Main Financial System – Cash Receipting - carried forward to 
2020/21;

 Quality Assurance of Statutory Accounts – will be provided by 
external peer review rather than Internal Audit; and

 Information Governance Follow Up - will be combined with 
the Data Protection Act / GDPR audit and postponed until 
2021/22.
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3.3. An overview of the 2019/20 plan and progress is set out below:

Audit Review Assurance 
Opinion Status

Finance – Petty Cash Limited Completed
Follow Up – Absence Management Substantial Completed
Follow Up – Community Asset 
Transfer Reasonable Completed

Governance – Operational Risk 
Management Reasonable Completed

Corporate Health and Safety Partial Completed
HR - Recruitment and Retention Reasonable Completed
Overview and Scrutiny Reasonable Completed
Finance – Debtors Substantial Completed

Main Financial System – Council 
Tax Substantial Completed

Procurement Reasonable Completed
Main Financial System – Treasury 
Management Reasonable Completed 

ICT Strategy Implementation Audit Committee 07/11/19 
agreed to defer to 2020/21.

ICT Purchasing, Associated 
Contracts and Support

Incorporated into the ICT 
Strategy audit for 2020/21.

Quality Assurance of Statutory 
Accounts 2019/20 External review

Follow Up - Information 
Governance Defer to 2021/22.

Data Protection Act / GDPR Defer to 2021/22.
Main Financial System – Cash 
Receipting Defer to 2020/21.

3.4. Whilst it is unfortunate that the audit plan could not be completed 
in the year, I am satisfied that there has been sufficient internal 
audit coverage during the year to enable me to give my assurance 
opinion on the adequacy and effectiveness of risk management, 
governance and internal control. Specifically audits have been 
undertaken, and provided reasonable or substantial levels of 
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assurance in all but one report (Corporate Health and Safety), on 
key areas of risk for the Council; Debtors, Procurement, Council 
Tax, Business Rates and Treasury Management. The internal audit 
opinion for 2020/21 will be provided to the next Audit Committee.

4. CONCLUSIONS

4.1. The Committee is asked to note the completion of the final 
reports.

5. STATUTORY OFFICER COMMENTS 

5.1. Legal comments are:

5.2. The Monitoring Officer’s comments are:

5.3. The Section 151 Officer’s comments are: Contained within the 
report.

5.4. EIA Comments: N/A

5.5. Policy Framework: N/A

5.6. Other consultee comments, if any: N/A

List of Appendices 

Appendix A – Summary of outcomes of final audit reports issued;

Appendix B – Management Action Plan extract of High priority 
recommendations.
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Appendix A Summary of outcomes of final audit reports issued since the last Audit Committee in November 2019

Priority of RecommendationsAudit Review Assurance 
Opinion High Medium Advisory

Corporate Health and Safety Partial 3 4 2

Summary of key outcomes and recommendations

The Client Sponsor for this review was originally Julie Betteridge, Director of Growth and Inclusive Communities, who at that time 
had the line management responsibility for Health and Safety.  Following a Corporate restructure, this has changed to Pat Graham, 
Chief Executive. The agreed scope of the audit was: 

 Adherence to risk assessment procedure within the Health and Safety Strategy;
 Accident, incident and near miss reporting;
 New and revised safety processes;
 Identification and provision of Health and Safety training;
 Corporate reporting.

There were no instances whereby the audit work undertaken was impaired by the availability of information.

Strengths: The following areas of good practice were identified during the course of the audit:
 Information from the Health and Safety Executive is monitored to identify emerging issues to ensure relevant updates are 

incorporated into Council Procedures;
 The Council has established a Health and Safety Committee, who meet regularly, discuss performance and include manager, 

employee and union representatives from across the Council;
 Health and Safety performance reports are presented to Senior Management quarterly and the Executive Committee Bi-

annually;
 A corporate risk assessment procedure and associated form is available to facilitate risk identification, assessment and 

management;
 Controls ensure that access to accident and incident information is appropriately restricted.
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Areas for development: Improvements in the following areas are necessary in order to strengthen existing control arrangements:

High priority issues – see Appendix B for further details:
 Managers, Supervisors and Employees cannot give complete assurance that safe working practices are implemented for all 

equipment, machinery or tools as required under the Council’s Health and Safety Policy Statement;
 Accidents and incidents are not consistently recorded or submitted in accordance with Council and legislative requirements;
 The identification, evaluation, management, communication and appropriate recording of risks and associated controls is not 

consistently undertaken throughout the Council.

Medium priority issues:
 The Council’s Health and Safety Strategy and Policy Manual have not been reviewed or updated to ensure they reflect the 

current structure, processes; nor is it evident they have been adequately communicated;
 The Health and Safety Policy, including the Council’s health and safety management system arrangements, have not been 

published as stated in the Health and Safety Strategy;
 Health and Safety roles and responsibilities are not clearly defined, documented and effectively communicated;
 Controls do not ensure that sufficient induction information and training is provided; adequate records are retained or 

monitored; and all Managers and Supervisors take responsibility for ensuring employees receive appropriate training in a 
timely manner.

Advisory issues:
 Minutes of the Health and Safety Committee are not sent to the Single Table Trades Union Group (STUGG) as detailed in the 

Committee’s Terms of Reference; 
 The Council’s Accident and Incident Reporting Procedures do not reflect actual recording processes in place.

Comment from the Chief Executive: Audit outcomes are noted and will be progressed

Priority of RecommendationsAudit Review Assurance 
Opinion High Medium Advisory

Finance – Debtors Substantial - 1 2
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Summary of key outcomes and recommendations

The Sundry Debtors audit is scheduled to take place as a triennial cyclical review in 2020/21 and so it has been agreed that this 
audit will focus on the implementation of the 2018 Follow Up Audit recommendations and on those areas which were limitations 
to the 2017 audit and the 2018 Follow Up audit, due to the impact of the cyber-attack – mainly reconciliations, feeder system 
interface, Total system functionality with issuing and storing reminders, and recovery and write off processes. This will provide 
assurance that the system is fully operational after the cyber-attack and will allow a full audit review in 2020/21.

The Client Sponsors for this review were Janet Sinnott (Revenues Team Leader) and Jemma Kirkbride (Strategic Finance 
Accountant) and the agreed scope of the audit was:

 Implementation of Follow Up Audit Recommendations;
 Reconciliations between Total Finance and Civica cash receipting system;
 System functionality and interfaces post cyber-attack;
 Recovery of Debt;
 Write off procedures.

There were no instances whereby the audit work undertaken was impaired by the availability of information.

Strengths: The following areas of good practice were identified during the course of the audit:
 Responsibilities for the recovery of debts are clearly defined within the Corporate Debt Recovery Policy;
 Training on the Corporate Debt Recovery Policy has been provided to Debtor Clerks;
 Corporate Debt Recovery Policy clearly specifies the actions and timescales for the stages in the pursuance of outstanding 

debts;
 Reminders are issued by the TOTAL Finance computer system within the defined timeframes;
 Levels of debt are regularly monitored and a Corporate bad debt and doubtful debtors list is in place;
 The status of recovery actions are monitored regularly;
 Business continuity arrangements are in place for the Revenues and Finance departments;
 Clear processes and authorisation limits are in place for the write off of outstanding debts;
 The debtor provision for the Statement of Accounts has been reviewed annually;
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 Debtors suspense account is regularly checked to ensure payments are transferred to correct debtor account; and
 The feeder system interface between Civica cash receipting and Total Finance is checked regularly. 

Areas for development: Improvements in the following areas are necessary in order to strengthen existing control arrangements:

High priority issues:
 No issues identified.

Medium priority issues:
 Previous audit recommendation AR-F&MIS_356 “A Scheme of Delegation should be put in place for Sundry Debtors, which 

clearly defines the lines of responsibility for raising new debtor accounts, the cancellation of invoices and the refund of 
received payments”, although implemented on Pentana Performance, is outstanding.

Advisory issues:
 How to Pay details on the reverse of Debtor invoices require updating for the Online method to reflect changes to the 

Council’s website homepage;
 Data quality issues within the Aged Debt reports result in the Debtor name field being blank in some cases.

Comment from the Chief Executive: Audit outcomes are noted and will be progressed

Priority of RecommendationsAudit Review Assurance 
Opinion High Medium Advisory

Main Financial System – Council Tax Substantial - - -

Summary of key outcomes and recommendations

The Audit Scope was agreed with management prior to the commencement of this audit review.  The Client Sponsor for this review 
was Janet Sinnott, Revenues Team Leader, and the agreed scope of the audit was:

 System administration - including access rights/levels, maintenance/downtime, checks to Valuation Office;
 Completion notices – to include the process for collating and updating the Academy System with information for new 
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properties and those undertaking major alterations against relevant Council Tax bands;
 Payments and refunds – including the reconciliation to the cash receipting system (CIVICA) and Financial Management System 

(TOTAL);
 Recovery and Enforcement – identifying accounts in arrears; prompt recovery action; suppression of recovery action; 
 Performance – KPI’s and the monitoring /reporting of these.

There were no instances whereby the audit work undertaken was impaired by the availability of information.

Strengths: The following areas of good practice were identified during the course of the audit:
 An agreed Revenues and Benefits service plan for 2019/20 includes appropriate performance targets and risks;
 Performance data is regularly monitored and reported to Senior Management and the Executive Committee;
 Procedures ensure the Council monitor property developments to determine when liability for Council Tax, at the correct 

banding level, becomes due;
 Processes ensure that the Valuation Office Agency (VOA) are notified of relevant building works which may affect future 

Council Tax banding charges;
 Homeowners are promptly notified when the Council considers a property to be complete for Council Tax liability;
 The VOA schedule of changes are promptly processed and reconciled to the Council’s Academy system on a regular basis;
 Reconciliations are undertaken of Council Tax income and refunds to the Council’s main financial system;
 The Council Tax Suspense Account is reviewed and cleared regularly;
 All refunds examined have been appropriately actioned and authorised;
 A Corporate Debt Recovery Policy and Recovery Timetable are in place;
 Processes ensure the prompt identification of accounts in arrears;
 Reminders are issued for outstanding debts and appropriate recovery action is taken according to each individual case;
 Accounts under recovery/enforcement action are regularly reviewed;
 Access to the Academy system is by individual user account and password;
 System access rights are regularly reviewed.

There are no audit recommendations arising from this audit review.
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Comment from the Chief Executive
I am very pleased with the level of assurance given for this audit and commend the work of the team, and its leadership for 
strengthening the way we operate in this part of the business.

Priority of RecommendationsAudit Review Assurance 
Opinion High Medium Advisory

Main Financial System – Treasury Management Reasonable - 3 3

Summary of key outcomes and recommendations

The Client Sponsor for this review was Jemma Kirkbride (Strategic Finance Accountant) and the agreed scope of the audit was:
 Treasury Management Policy and Procedures; 
 Investment transactions;
 Cash flow management;
 Risk management; and
 Monitoring and reporting of performance.

There were no instances whereby the audit work undertaken was impaired by the availability of information.

Strengths: The following areas of good practice were identified during the course of the audit:
 The Council’s Constitution clearly allocates responsibility for the approval and scrutiny of the Treasury Management (TM) 

strategy and policies. The Financial Regulations and Financial Procedure Rules delegates the authority for the TM function and 
adequate segregation of duties are in place;

 The Treasury Management Strategy Statement (which incorporates the Annual Investment Strategy) complies with statutory 
regulations and has been approved by the Executive and Full Council. The Treasury Management Strategy Statement (TMSS) 
is readily available to staff;

 The underpinning theme of the TMSS is to acknowledge risk by a structured and methodical approach to portfolio 
management and the use of independent counterparty ratings. Surplus monies are invested in low risk counterparties or 
instruments commensurate with the Council’s low risk appetite, providing adequate liquidity initially before considering 
investment return;
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 Investment limits for counterparties are monitored and regularly reviewed, as are their credit rating status. Investments are 
also made with a variety of counterparties although the current focus has been the use of liquid Money Market Funds;

 Only one loan currently remains outstanding and it is kept under review and interest repayments are made appropriately; 
 Training has been provided to TM Officers by the Council’s TM consultants; 
 Fidelity Guarantee cover is adequate to cover TM transactions; and 
 Periodic reconciliations of TM records to the Council’s financial management system are undertaken.

Areas for development: Improvements in the following areas are necessary in order to strengthen existing control arrangements:

High priority issues:
 No issues identified.

Medium priority issues:
 The departmental Treasury Management Manual requires review to reflect the current organisational structure and TM 

working practices. Appendix B2 Treasury Management Operations & Systems - Detailed Procedure Manual was last reviewed 
in July 2015;

 Current TM working practices should be reviewed to ensure that adequate supporting evidence is held for all investments, 
redemptions and interest payments, and especially the authorisation of the investment payment; and

 The council’s Constitution places responsibility for “ensuring effective scrutiny of the Treasury Management Strategy and 
policies” on the Audit Committee. However, members of this committee have not received any TM training or received 
reports of TM performance and so have been unable to fulfil their designated scrutiny role.

Advisory issues:
 The Anti-Money Laundering policy requires review to reflect changes in the current arrangements for the Internal Audit 

Manager role, as the role is currently covered by the Director of Financial Resources who also acts as the Money Laundering 
Reporting Officer (MLRO). The policy currently states that “In the absence of the MLRO or in instances where it is suspected 
that the MLRO is involved in suspicious activities, concerns should be raised with the Internal Audit Manager”;

 The contract for the Council’s Treasury Management Consultants was initially awarded for “a period of three years from the 
1st August 2012 and continuing after that three year period until terminated by either party giving 6 months' notice.” This 
contract has continued on a rolling basis as neither party have provided the required notice for its termination. The current 
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status of the contract should be reviewed and a decision taken as to whether a re-tender of the contract is required; and
 The current cash flow forecasting process should be reviewed to ensure it is adequate to meet possible changes in investment 

practices, i.e. the use of fixed long-term investments.

Comment from the Chief Executive: Audit outcomes are noted and will be progressed

Priority of RecommendationsAudit Review Assurance 
Opinion High Medium Advisory

Procurement Reasonable - 3 1

Summary of key outcomes and recommendations

The Client Sponsor for this review was Sarah Pemberton (Director of Corporate Services and Commercial Strategy) and the agreed 
scope of the audit was:

 Corporate approval of the Procurement and Contract Management Strategy 2018-2021 and Contract Standing Orders;
 Compliance with the Procurement and Contract Management Strategy 2018-2021, Contract Standing Orders and EU & UK 

regulations; 
 Clear communication and training for staff and members ensuring a consistent approach and understanding of 

responsibilities.

There were no instances whereby the audit work undertaken was impaired by the availability of information. Full Council approved 
the revised Contract Standing Orders (CSOs) on 09/09/19 and so it was agreed at the scoping meeting that Internal Audit testing 
would be based on these new standing orders and so sample testing would cover September – December 2019.

Strengths: The following areas of good practice were identified during the course of the audit:
 The Procurement and Contract Management Strategy 2018-2021 (approved by the Executive 20/11/18 and the Overview and 

Scrutiny Committee 06/12/18) has been developed in line with the Council’s Corporate Strategy and includes specific 
reference to the strategy and the Commercial Strategy;

 The Procurement and Contract Management Strategy 2018-2021 has undertaken an annual review and the amended strategy 
has been reported to the Executive on 27/01/20;
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 The Procurement and Contract Management Strategy 2018-2021 includes key performance indicators which will be 
monitored quarterly as part of the Performance Management and Improvement Framework. Indicators include “Annual £ 
savings achieved / delivered”;

 The CSOs have been revised and approved by the Executive 19/08/19 and Full Council 09/09/19;
 The CSOs incorporate the National Procurement Strategy for Local Government in England 2018 guidance and have been 

reviewed by the Monitoring Officer and Legal Services;
 The CSOs have been reviewed and discussed with the Leadership and Management Group during the drafting process;
 The CSOs and the Procurement and Contract Management Strategy 2018-2021 are available on the Council’s internal 

intranet;
 The CSOs provides clear guidance on the procurement process; including the verification of budgetary provision, the 

delegated authority and financial limits, determination of contract value and length (including the full life cycle costs), the 
requirements for tenders above the Official Journal of the European Union threshold, guidance on invitations to tender and 
the evaluation process, etc. Specific guidance is also given on conflicts of interest, bribery and corruption;

 The use of The Chest electronic procurement portal for contracts over £25,000 allows for an open, transparent and 
competitive procurement process (unless it has been agreed that a restricted tender process is more appropriate);

 The Procurement Request Form provides a summarised record of the procurement process and the appropriate level of 
approval;

 A standardised evaluation process is in place which allows tender award decisions to be transparent and objective;
 A contracts register is in place and regularly updated. It is available on the Council’s website;
 Submitted tenders are received and held in a secure manner to maintain confidentiality;
 Procurement Service Plan 2019-20 identifies service risks and contingency arrangements are in place;
 Participation in the Efficient Procurement in Cumbria (EPiC) group allows for liaison with other local Councils, the 

development of best practice and collaborative procurement.

Areas for development: Improvements in the following areas are necessary in order to strengthen existing control arrangements:

High priority issues:
 No issues identified.
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Medium priority issues:
 The revision of the CSOs has resulted in the stated authorisation limits and responsibilities no longer aligning to the Financial 

Regulations and Finance Procedure Rules. The Financial Regulations and Finance Procedure Rules are currently under review;
 Internal Audit sample testing has identified that some purchase order authorisers are not aware of the revised CSOs and their 

requirements;
 The Evaluation Matrix, used for the assessment of tender submissions, does not contain any verification that the tender 

submissions have been reviewed for accuracy.

Advisory issues:
 The Procurement & Contracts Management Officer’s use of One Drive and her personal G drive may not allow for adequate 

business continuity.

Comment from the Director of Corporate Services and Commercial Strategy: It is pleasing to read that the first audit of this 
service with the incumbent Procurement and Contracts Management Officer has been awarded reasonable assurance.  Over the 
last 18 months, there has been significant input and positive changes made to the governance within this area, understanding the 
complexities within the Council, managing the vast array of procurement projects, improving efficiency of process, driving both 
quality and value for money, and introducing key indicators which have never formed part of this service before.  Although there 
are a number of recommendations that have been made, the main one appears to be one of alignment and timing of the 
introduction of the updated Financial Regulations.  Positively I have noted the 15 listed areas of strengths that have been 
recognised as part of the audit.  We are encouraged to strengthen and improve this service across the Council, and will continue to 
do so.
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Appendix B Management Action Plan extract of High Priority recommendations

Audit of Corporate Health and Safety

Regulatory - compliance with laws, regulations, policies, procedures and contracts.

● High priority  

Audit finding Management response

(a) Safe Working Practices
The Council’s Health and Safety Policy Statement states Managers and 
Supervisors will ensure that: 
 Employees receive adequate training in their specific work tasks. 
 Employees work in compliance with established safe work practices and 

procedures. 
 Machinery, equipment and tools are properly maintained and in a safe working 

condition.

During testing, two examples were noted which contravened the requirements of 
the Policy Statement.

The first was an incident of machinery breaking, resulting in an investigation by the 
Occupational Health and Safety Advisor.  It demonstrated a good example of the 
review and update of working and maintenance procedures as well as providing 
training.  This incident with all actions was recorded on the Pentana system and the 
risk register was updated.

However, during the investigation it was found that:
 there was no evidence the only operative for this machinery had ever 

Agreed management action: 
Department Mangers Supervisors and Team 
leaders are responsible for organising 
training re their specific work tasks and that 
work in compliance with the health and 
safety work practises as dictated by the 
Health and Safety Legislation. 

Record of which need to be kept on file 
within the relevant departments. 

Health and Safety Advisors duty to advise of 
this and to ensure that it is being adhered 
to. 
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undertaken induction training for this equipment in the years of operation;
 no maintenance records were supplied by the maintenance provider detailing 

what work had been undertaken;
 there was no agreed schedule of maintenance between the Council and 

provider, with the machinery not being maintained in accordance with the 
manufacturers guide.

The second incident, in the same department, was for the improper loading of one 
vehicle onto another unsuitable vehicle for transportation.  The investigation found 
the department manager was also assisting in this unsafe practice at the time.  The 
Council’s risk register includes a record of an assessment made of this practice, with 
agreed controls, assessed prior to this incident.  This demonstrated that the controls 
identified to ensure safe working practice were not followed.  

Recommendation 6:
Arrangements should ensure that for all equipment, machinery and tools:
 inductions/training have been undertaken by relevant staff prior to their use;
 full maintenance requirements/schedules are established in accordance with the 

manufacturers recommendations, agreed with suitably qualified maintenance 
provider/managers/operatives and monitored to ensure they are undertaken at 
required intervals;

 documentation relating to each instance of maintenance undertaken should be 
provided/retained as evidence of what work has been completed;

 Managers and Supervisors are aware of their responsibilities to ensure 
compliance with established safe work practices and procedures at all times.

Risk exposure if not addressed:
 Duties are undertaken by unqualified, unskilled and uninsured staff members;
 Equipment, machinery and tools are unsafe to use and may cause significant 

Responsible manager for implementing: 
Occupational Health and Safety Advisor
Date to be implemented:
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injury to the operator or a member of the public;
 Insurance may be void if there is no evidence that maintenance is carried out 

according to manufacturer’s specifications or contract maintenance agreements;
 Employee misconduct.

September 2020

●  High priority  

Audit finding Management response

(b) Accident and Incident Reporting
A sample of accidents and incidents reported were examined and it was 
noted:
 Following an incident and subsequent investigation, the Council’s Risk Register 

had been updated including controls and actions but no documented risk 
assessment relating to it was available; 

 There was one accident which should have been reported to HSE under RIDDOR 
but wasn’t - the Occupational Health and Safety Advisor had not been aware of 
the duty to in these circumstances at that time;

 There was one instance of a RIDDOR reportable accident being reported after the 
timescale as indicated on the HSE website – the Occupational Health and Safety 
Advisor stated this was due to timings of receipt of information and also her 
absence during training;

 Accidents have been reported on a near miss forms;
 One instance where the Pentana system has been updated with accident 

information but no accident form has been completed.

Recommendation 7:

Agreed management action: 
a) Risk assessments are in the process of 

being reviewed and updated by the 
relevant departments and on a rolling 
schedule with Occupational Health and 
Safety Advisor attending were necessary 
to aid and assist in training and advising 
departments. (Recommendation 8)

b) Occupational Health and Safety Advisor 
has revisited the statuary requirements 
when reporting RIDDORS as the duty to 
report any member of public that has 
had an accident on site and then is taken 
off site by ambulance must be reported 
under RIDDOR even if the injury is not 
under the list of RIDDOR reportable 
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Arrangements should ensure that the correct documentation is completed and 
submitted both internally and externally within appropriate timescales.

incidents.

c) The timescale for reporting has been 
reiterated to departments and must be 
within 10 days for any accident or 
incidents irrelevant if they are RIDDOR or 
not, OHSA has seen an increase in 
departments reporting potential over 
seven day injuries and this should 
continue to become normal practise to 
avoid delay in reporting.

ICT have also proposed a similar 
helpdesk to ICT helpdesk being 
implemented for Health and Safety, 
which may also limit the time taken to 
receive reports. Timescale for 
implementation has not been agreed.

d) OHSA has since reporting this to Audit 
has seen a noted decrease in accidents 
being reported on near miss forms due 
to tool box talks delivered by OHSA and 
Supervisors and should see this continue 
to drop.
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Near miss, accidents and incidents must 
be reported using the relevant forms and 
this will be continued to be 
communicated through to all staff.

Risk exposure if not addressed:
 Insufficient information is available to enable appropriate actions and 

preventative measures to be taken;
 Penalties are incurred for non-compliance to legislation.

Responsible manager for implementing: 
Occupational Health and Safety Advisor
Date to be implemented:
Immediate 

P
age 23



Information - reliability and integrity of financial and operational information.
●  High priority  

Audit finding Management response

(a) Risk Assessments and Risk Register
The Corporate Risk Assessment Guidance requests that risk assessment forms 
should be filled out and stored in an easily accessible place for all staff involved. It is 
also encouraged that the assessments are printed out and stored in work aids and 
induction packs. 
Completed risk assessments should be forwarded to the Health and Safety Advisor 
who would populate the Council’s Risk Register with all identified risks and 
associated controls.
Of the departments examined during testing:

 2 had no documented risk assessments or entries on the Council’s Risk 
Register;

 1 had only historic risk assessments in the department and information 
entered on the Risk Register in the last 18 months did not have corresponding 
documented risk assessments;

 1 had no risk assessment documents in the department, although assessment 
information had been entered on the Risk Register.

A number of assessment working sheets were also examined and found to be 
incomplete.
Discussions with a number of Managers and Supervisors highlighted that whilst the 
Occupational Health and Safety Advisor was on maternity leave, her temporary 
replacement was working in departments to populate the Risk Register.  However, 
there appears to have been confusion around the requirements for physical risk 
assessment documentation to be completed and retained in the department for 

Agreed management action: 
Departments will be updated with the 
requirements for risk assessment 
completion/review and the most 
appropriate format for storage and access 
of completed assessments agreed, with 
training provided where necessary.
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reference from this time, as none were found for this period in those departments.

Recommendation 8:
Arrangements should ensure that risk assessments are undertaken in each 
department; forms completed and stored in an easily accessible place for reference 
by all staff involved; and copies forwarded to the Health and Safety Advisor to 
populate the Council’s Risk Register with all identified risks, scores and associated 
controls.

Risk exposure if not addressed:
 Risks and associated controls are not appropriately identified, evaluated and 

implemented;
 Staff are not aware of the measures to prevent incidents occurring;
 The Health and Safety Advisor is unable to advise on safe working practices;
 The Risk Register is incomplete.

Responsible manager for implementing: 
Occupational Health and Safety Advisor
Date to be implemented:
October 2020 
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Audit Committee 18 June 2020

Report on the Implementation of Audit Recommendations for Quarter Four 
of 2019/20

LEAD OFFICER: Sarah Pemberton, Head of Commercial and Governance
REPORT AUTHOR: Gillian Butterworth, Performance and Risk Management 
Officer

WHY HAS THIS REPORT COME TO AUDIT AND GOVERNANCE COMMITTEE?
This report provides details of overdue Priority one and Priority two audit 
recommendations up to the end of Quarter Four of 2019/20.

RECCOMMENDATION:
a) Note the progress being made in implementing overdue recommendations.

1. OVERDUE ACTIONS ARISING FROM AUDIT REPORTS
1.1 At the end of Quarter four there were a total of 23 Priority one and two 

audit recommendations outstanding, with a target date for completion 
up to 31 March 2020.  These include recommendations that are made 
by both internal and external audit and from AGS Action Plan (if due). 

1.2 The 23 overdue recommendations were made up of 7 Priority one and 
16 are Priority two recommendations.

1.3 Of the 7 outstanding Priority one recommendations, 5 of these were 
new in the last period, and of the 16 outstanding Priority two 
recommendations, 12 of these were new in the last period.

        
1.4 Twelve of the 23 overdue recommendations were less than 50% 

implemented, all of these recommendations were reviewed in the 
period and for oversight they are listed separately in Appendix A.

2. CONCLUSION
2.1 The Corporate Leadership Team are pleased with the progress that has 

been made over the last year to address and reduce the number of 
overdue audit recommendations.

2.2 As Committee will be aware, the Council’s emergency Business 
Continuity Plan was enacted on 13th March in response to the Covid19 
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global pandemic. Since that time, the key priority and focus for the 
Council has been to maintain delivery of critical services.  

Necessary resource management and redeployments across the Council 
meant that the implementation of overdue audit recommendations was 
not a priority activity for many of our service managers, especially those 
in critical service delivery, during Quarter four 2019/20 and Quarter one 
2020/21. 

Committee are assured that, as our business rebuilds and (where 
possible) resumes, the Corporate Leadership Team is committed to 
continuing to improve the implementation of audit recommendations 
within timeframe.

3 CONSULTEES - Corporate Leadership Team and relevant Managers

4.0 STATUTORY OFFICER COMMENTS

4.1 Monitoring Officer Comments: Report is for noting progress and has no 
legal implications.

4.2 S151 Officer Comments: No financial implications.

5. APPENDICIES
Appendix A – Audit Recommendations less than 50% progress
Appendix B – Full list of overdue Priority one audit recommendations 
with a due date of (up to) 31.03.2020
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Appendix A

Recommendation Code & Title Overall 
Progress

Due 
Date

Last 
Updated Latest Note

Grant Thornton Audit Findings 2016/17 – March 2018

AR-AC_072 Develop a disaster 
recovery plan and perform a test 
of this plan at the earliest 
possible convenience.

30%
30-

Sep-
2018

18-Mar-
2020

DR Plans are part of new ICT 
Strategy and will be part of the 
new ICT Programme Action 
Plan

HR Recruitment and Retention 2019/20

AR-C&CR_076 The Recruitment 
and Selection Handbook should 
be reviewed, amended, updated 
and incorporate all changes in 
legislation.

40%
31-
Jan-
2020

10-Mar-
2020

A policy group has been 
established to review all HR 
policies - this will be addressed 
as a priority in the review.

Information Governance 2018/19

AR-C_138 The Records Retention 
and Disposal policy should be 
reviewed and updated prior to 
approval. Review the Document 
Retention Schedule prior to being 
made available to all staff 
responsible for document 
retention / disposal.

25%
31-

Dec-
2019

09-Mar-
2020

Draft document is with the 
DPO to be reviewed, updated 
and disseminate to managers 
for checking the periods of 
retention against any external 
body/legal requirements.

AR-C_139 Records Management 
procedure should be put in place 
covering the complete lifecycle of 
records, including Allocation of 
responsibilities; Retention and 
updating records held in archive; 
and Guidance for staff and be 
subject to regular reviewed.

25%
31-

Dec-
2019

09-Mar-
2020

Draft document is with the 
DPO to be reviewed, updated 
and disseminated to managers 
for checking the periods of 
retention against any external 
body/legal requirements.

AR-C_143 The draft Records 
Management Procedure should 
be reviewed and updated if 
necessary prior to being 
authorised and published.  
Following approval and 
authorisation it should be subject 

25%
31-

Dec-
2019

09-Mar-
2020

Draft document is with the 
DPO to be reviewed, updated 
and disseminate to managers 
for checking the periods of 
retention against any external 
body/legal requirements.
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Appendix A

Recommendation Code & Title Overall 
Progress

Due 
Date

Last 
Updated Latest Note

Grant Thornton Audit Findings 2016/17 – March 2018

to regular review by the Data 
Protection Officer.

AR-C_144 The draft retention 
schedule should be reviewed and 
updated prior to being approved 
and issued. 25%

31-
Dec-
2019

09-Mar-
2020

Draft document is with the 
DPO to be reviewed, updated 
and disseminate to managers 
for checking the periods of 
retention against any external 
body/legal requirements.

AR-C_147 A register is created 
listing all systems and authorised 
users together with 
access/permission levels that 
have been granted.

0%
31-

Mar-
2020

31-Mar-
2020

[18-MAR] ICT Have a Key 
Applications Register of all 
Council Systems, however ICT 
do not control or administer 
access to many of these 
systems, in most cases the 
business users maintain their 
own access controls. 
Therefore, this is not an action 
ICT can fulfil and was not 
discussed with ICT Manager 
prior to action being raised. No 
further activity planned by ICT.

AR-C_149 A mandatory 
monitored training programme is 
produced for key employees 
responsible for processing 
subject access and third party 
requests for personal data, to 
ensure that employees are kept 
updated with any changes in 
legislation.

0%
31-

Dec-
2019

31-Dec-
2019

Document to be drafted by 
DPO and approved/checked 
following CBC processes.

Main Accounting System 2018/19

AR-F&MIS_368 The Total Finance 
cost centre and detail code 
structure should be subject to 
periodic review.

0%
31-

Mar-
2020

31-Mar-
2020

Historical cost centres that are 
no longer used are not 
available to be used but they 
are not deleted to ensure the 
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Recommendation Code & Title Overall 
Progress

Due 
Date

Last 
Updated Latest Note

Grant Thornton Audit Findings 2016/17 – March 2018

history remains available for 
FOIs etc. The coding structure 
has been reviewed for year-
end technical purposes. The 
next full review will be 
completed in advance of the 
next financial year.  

AR-F&MIS_375 Clarification is 
required within the Finance 
department on the processing of 
virements in line with the current 
Financial Regulations and the 
virements section of the Financial 
Regulations should be reviewed 
to clarify the necessary working 
practices.

0%
31-

Mar-
2020

31-Mar-
2020

All transfers tested were not 
virements as set out in the 
financial regulations and relate 
to general budget 
management and 
housekeeping however, 
greater clarity needs to be 
provided to both finance staff 
and in the Financial 
Regulations. Finance staff have 
since been trained and the 
Financial regulations will be 
updated at the next 
opportunity.  

Petty Cash Audit 2019/20

AR-F&MIS_376 Petty Cash 
Administration Procedures to be 
reviewed and updated, ensure 
they fully reflect current 
requirements and Financial 
Regulations; once updated, 
appropriately communicated, 
made readily available and 
adequate training for float 
holders.

30%
31-
Jan-
2020

31-Jan-
2020

Draft updated procedures 
produced.  Waiting for 
confirmation these are 
appropriate

AR-F&MIS_385 Management 
should regularly review the petty 
cash accounts in operation to 

0%
31-
Jan-
2020

31-Jan-
2020

Review of the need for each 
float to be undertaken to 
determine appropriateness.
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Recommendation Code & Title Overall 
Progress

Due 
Date

Last 
Updated Latest Note

Grant Thornton Audit Findings 2016/17 – March 2018

ensure their appropriateness and 
consider closing those not 
frequently used.
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1

Audit Recommendations - Overdue (Sorted as Assigned To)

Report Type: Actions Report
Report Author: 

SUMMARY OF OVERDUE RECOMMENDATIONS
Priority 1 Priority 2

Total Overdue Recommendations with due dates up to 30/09/19 5 10
“New” Recommendations due in the period 10 24
Total recommendations to be implemented 15 34

Implemented from last Audit report 3 6
“New” but implemented by the period end 5 12
Total implemented in the Period 8 18
Cancelled since last Audit report

Outstanding from last Audit report 2 4
Overdue added this period 5 12
Total Overdue Recommendations with due dates up to 31/03/20 7 16

Pentana Performance holds all recommendations from Internal Audit, External Audit and those included in the AGS Action Plan
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2

Assigned To Governance and Data Protection Officer

Status 
Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

09-Mar-2020 Draft 
document is with the 
DPO to be updated and 
disseminate to 
managers for checking 
the periods of 
retention against any 
external body/legal 
requirements.

19-Dec-2019 
Ownership reassigned 
at request of Director 
of Corporate Services 
and Commercial 
Strategy

AR-C_143 The draft 
Records Management 
Procedure should be 
reviewed and updated if 
necessary prior to being 
authorised and published.  
Following approval and 
authorisation it should be 
subject to regular review 
by the Data Protection 
Officer.

1

Governance 
and Data 
Protection 
Officer

31-Dec-2019
Information 
Governance 
2018/19  

29-Jul-2019 Strategy to 
be reviewed, approved 
and published on the 
intranet.  
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Assigned To Financial Resources Director

Status 
Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

24-Jan-2020 upgrade 
to latest version of 
CIVICA completed. 
Other actions o/s from 
an IT perspective to 
complete 
recommendation.

15-Jul-2019 
progressing the user 
acceptance testing 
phase of the upgrade.

01-Apr-2019 Cash 
receipting contract re-
let.

AR-C&CR_010 A review of 
current cash receipting 
systems and processes is 
undertaken to ensure 
that the Payment Card 
Industry Data Security 
Standards are met.

1
Financial 
Resources 
Director

30-Sep-2017
Cash 
Receipting 
2016/17  

28-Mar-2019 Chief 
Finance Officer is 
working with relevant 
managers to analyse 
issues and options to 
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Status 
Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

move this action 
forward.

23-Jan-2019 The 
recommendation was 
recorded as fully 
implemented from 
30/07/18. As a result 
of the Follow Up audit 
the implemented 
status has been 
amended to 0%. Due 
to the impact of the 
cyber-attack it has not 
been possible to carry 
out the PCI DSS review, 
and, although not 
currently operational, 
the issues referenced 
with the telephony 
system remain.  
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Status 
Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

AR-C&CR_067 a) Staff 
arrangements to be 
reviewed to ensure the 
payroll can be accurately 
and completely delivered 
with appropriate 
separation of duties; b. 
Payroll business 
continuity to be reviewed, 
documented and 
monitored to ensure 
sufficient resilience.

1
Financial 
Resources 
Director

31-Mar-2020 Payroll Audit 
2017/18

30-May-2019 As a 
result of the Follow Up 
audit the implemented 
status has been 
amended to 50%. The 
Business Continuity 
Plan requires review, 
revision and 
communication.  
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Assigned To ICT Manager

Status 
Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

12-Mar-2020 DR Plans 
are part of new ICT 
Strategy and will be 
part of the new ICT 
Programme Action 
Plan

01-Jan-2020 This 
activity forms part of 
the ICT Strategy draft 
currently with CLT for 
review.

27-Oct-2019 Work 
continues based on 
Cloud based VM 
backup in depth

AR-AC_072 Develop a 
disaster recovery plan 
and perform a test of this 
plan at the earliest 
possible convenience.

1 ICT Manager 30-Sep-2018

Grant Thornton 
Audit Findings 
2016/17 – 
March 2018  

29-Sep-2019 This work 
has been started as 
part of our wider 
Active Cyber Resilience 
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Status 
Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

Plan. Our two cyber-
security apprentices 
are working on this. 
Current target for 
completion is 31-MAR-
2020

12-Jul-2019 We have 
been successful in 
being allocated £5,000 
of funding from the 
LGA Phase two Cyber 
Resilience bids. 
Progress is currently 
awaiting resource 
availability to progress.

24-Jun-2019 Review 
done of existing DR 
plan but needs a 
complete re-write and 
to be linked to new 
Cyber resilience plan.
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Assigned To Strategic Finance Accountant 02

Status 
Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

04-Nov-2019 Draft 
updated procedures 
produced.  Waiting for 
confirmation these are 
appropriate

AR-F&MIS_376 Petty Cash 
Administration 
Procedures to be 
reviewed and updated, 
ensure they fully reflect 
current requirements and 
Financial Regulations; 
once updated, 
appropriately 
communicated, made 
readily available and 
adequate training for 
float holders.

1
Strategic 
Finance 
Accountant 02

31-Jan-2020 Petty Cash 
Audit 2019/20

30-Oct-2019 Review 
and update of Petty 
Cash Administration 
Procedures to reflect 
current practices and 
the Councils Financial 
Regulations; 
subsequently issued to 
all float holders; and 
consideration of 
training requirements.

AR-F&MIS_379 
Authorised signatory 1 Strategic 

Finance 31-Dec-2019 Petty Cash 
Audit 2019/20

04-Nov-2019 
Authorised signatory 
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Status 
Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

forms updated and 
have been sent out for 
completion.  Now 
chasing for forms to be 
returned

forms should be reviewed 
and updated to include 
the current signatures 
and all relevant duties to 
be performed by an 
individual within each 
respective department’s 
budget.

Accountant 02

30-Oct-2019 New 
authorised signatory 
forms sent to 
departments to obtain 
updated information. 
Chase return of those 
still outstanding.
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Assigned To Strategic Finance Accountant 02; Financial Resources Director

Status 
Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

AR-F&MIS_377 
Management 
arrangements should 
ensure that only 
appropriate expenditure 
is claimed through the 
petty cash system, in 
accordance with the 
procedures and financial 
regulations and other, 
more appropriate 
systems are used where 
possible.

1

Strategic 
Finance 
Accountant 02; 
Financial 
Resources 
Director

31-Jan-2020 Petty Cash 
Audit 2019/20

30-Oct-2019 Split into 
two Milestones: a) 
Finance verifying all 
reimbursements for 
appropriate use. 
b) Financial 
Regulations currently 
under review. Process 
of fuel for hire cars to 
be clarified.
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Audit Committee 18 June 2020

Internal Audit Plan and Internal Audit Charter for 2020/21

PORTFOLIO HOLDER
LEAD OFFICER:

Mike Starkie
Steven Brown, Director of Financial Resources

REPORT AUTHOR: Steven Brown, Director of Financial Resources

WHAT BENEFITS WILL THESE PROPOSALS BRING TO COPELAND RESIDENTS?
These proposals ensure the proper administration of the Council’s financial 
affairs to enable the continued delivery of services to Copeland residents. 

WHY HAS THIS REPORT COME TO AUDIT COMMITTEE?
This report sets out the Internal Audit plan for 2020/21 and an updated 
Internal Audit Charter. 

RECOMMENDATIONS:
The Audit Committee is recommended to: 

1. Agree the Internal Audit Plan for 2020/21; and

2. Agree the Internal Audit Charter at Appendix A.

1. INTRODUCTION

1.1. Under the terms of the Public Sector Internal Audit Standards the ‘Chief 
Audit Executive’ (Director of Financial Resources (DoFR)) is required to 
prepare an annual risk based audit plan for review and approval by the 
Audit Committee. 

1.2. Due to the impact of the Covid-19 pandemic on the organisation the 
Internal Audit service was suspended between March to the end of June. 
The plan therefore covers the period from July 2020 – March 2021

1.3. The attached plan has considered:

 Consultation with individual members of the CLT;
 Review of strategic risk register, corporate plan and the Corporate 

Peer Challenge review;
 Review of outcomes of previous audit reviews / other inspections;

Page 43

Agenda Item 6



 Consideration of national, regional or emerging issues; and
 A risk assessment to identify highest priority areas for inclusion in 

the audit plan.

1.4. In the planning stage for 2020/21 additional internal audit resource was 
identified to respond to potential risks emerging from COVID19 and this 
is included in the plan for 2020/21. The scope of this will be developed 
during the year.

1.5. The 2020/21 plan has been prepared based on an Internal Audit 
resource of 206 audit days; from July 2020 to March 2021. Given the 
reduced time available the primary focus will be ensuring that the key 
financial systems and risks are reviewed to ensure the annual opinion 
over the Council’s arrangements for governance, risk management and 
internal control can be provided.  

1.6. A summary of the plan is set out below:

Days
Risk-based audit reviews: 

ICT strategy & Purchasing (c/f from 19/20) 20
COVID19 20

Main Financial Systems
Benefits 20
Payroll 20
Sundry Debtors 20
Cash Receipting (c/f from 19/20) 10
Additional assurance work 3

Governance: Performance Management 20
Follow up of previous audits 13
NFI/counter fraud work 15
Advice and guidance 20
Audit Committees 10
Planning / management 10
Contingency 5
Total 206

1.7. A three-year programme for reviewing the main financial systems 
ensures that each main financial system is reviewed in depth at least 
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once every three years.  Provision is also included for cyclical reviews of 
the key governance systems.

2. INTERNAL AUDIT CHARTER

2.1. The Internal Audit Charter has been included in Appendix A, it describes 
the purpose, authority, responsibilities and objectives of Internal Audit. 
There are no changes from the Charter approved in 2019/20.

3. CONCLUSIONS

3.1. The Committee is asked to review and approve the audit plan for 
2020/21 and the Internal Audit Charter.

4. STATUTORY OFFICER COMMENTS 

4.1. The Monitoring Officer’s comments are: Internal Audit is an important 
function within the Council and allows the required impartial 
examination and audit of a range of proposed and agreed audits in any 
one financial year.  All audits are risk based audits and identify both 
inherent good practice and suggested areas of weakness for continued 
improvement.

4.2. The Section 151 Officer’s comments are: Included in the report.

List of Appendices:

Appendix A Internal Audit Charter.

Consultees: Corporate Leadership Team (CLT)
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Appendix A - Internal Audit Charter

1. INTRODUCTION

1.1 This charter describes the purpose, authority, responsibilities and 
objectives of Internal Audit.  It establishes Internal Audit’s position 
within Copeland Borough Council and the ‘Chief Audit Executives’ (CES) 
(the Director of Financial Resources) functional reporting relationship 
with the Audit Committee.

1.2 The Director of Financial Resources (DoFR) has day to day responsibility 
for internal audit function at the Council. In common with many small 
local authorities this arrangement is not uncommon and considered 
both pragmatic and to give value for money. However, safeguards need 
to be put in place to limit impairments to independence or objectivity, 
therefore, the following steps are put in place to achieve this:

 The DoFR will not undertake any audit work but purely manage 
the function;

 For audits under the DoFRs responsibility the client representative 
will be the Deputy Section 151 Officer, Revenues Team Leader or 
Benefits Team Leader; and

 The auditors are given full authority to report directly to the Chief 
Executive, Audit Committee, Mayor or External Audit if they have 
any concerns about the suppression of audit evidence or the 
conduct of the DoFRs.

1.3 The charter also provides for Internal Audit’s rights of access to records, 
personnel and physical properties relevant to audit engagements.  Final 
approval of the audit charter rests with the Audit Committee.

1.4 Internal Audit is required to conform to the mandatory Public Sector 
Internal Audit Standards (PSIAS).  PSIAS is comprised of the following:

 Definition of Internal Auditing;
 Code of Ethics; and
 The Standards that determine the conduct of Internal Audit.
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Instances of non-conformance with the PSIAS are reported to the Audit 
Committee.  Significant deviations must be considered for inclusion 
within the Annual Governance Statement. 

1.5 An audit charter is one of the key requirements of the PSIAS.  As such, 
failure to approve an internal audit charter is a significant deviation from 
the requirements of the Standards.  

1.6 The CAE presented the Charter to senior management and obtained 
approval of the Audit Committee.  

1.7 The PSIAS use the terms ‘board’ and ‘senior management’ and require 
that the audit charter define these terms in relation to internal audit 
activity.  For Copeland Borough Council, senior management refers to 
the Corporate Leadership Team (CLT) and the ‘board’ is the Audit 
Committee.

2. THE ROLE OF INTERNAL AUDIT

2.1 Internal Audit is an independent, objective assurance and consulting 
service designed to add value and improve the Council’s operations.  
Internal Audit helps the Council to accomplish its objectives by bringing a 
systematic, disciplined approach to evaluate and improve the 
effectiveness of risk management, control and governance processes.  

2.2 The design of the services provided by Internal Audit assist the Council 
to continually improve the effectiveness of its respective risk 
management, control and governance frameworks and processes and to 
allow an independent, annual opinion to be provided on the adequacy 
and effectiveness of these arrangements.  

2.3 Internal Audit activities in support of this include:
 Planning and undertaking an annual programme of risk-based 

Internal Audit reviews focusing on risk management, internal 
control and governance;

 Review of arrangements for preventing, detecting and dealing 
with fraud and corruption;
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 Review of overall arrangements for risk management and 
corporate governance;

 Reviews of grant funded expenditure where the funding bodies 
require assurance or risks are high;

 Provision of advice on risk and control related matters;
 Consultancy services, which may include hot assurance on projects 

or service and system development;
 Investigation of suspected fraud, irregularity or provision of advice 

and support to management in undertaking an investigation; and
 Advice on strengthening controls following such an incident.

3. PURPOSE, AUTHORITY, RESPONSIBILITY AND OBJECTIVES

Purpose

3.1 The Chartered Institute of Internal Auditors describes internal audit as 
being a key component of corporate governance.  When properly 
resourced, positioned and targeted, internal auditors act as invaluable 
eyes and ears for senior management and Audit Committees.  From 
inside their organisations, internal audit gives an unbiased and objective 
view on what is happening in the organisation.

3.2 Internal Audit’s core purpose is to provide senior management and 
Elected Members with independent, objective assurance that there are 
adequate and effective systems of risk management, internal control 
and governance.

3.3 By undertaking an annual risk assessment and using this to prepare the 
annual risk-based audit plan, Internal Audit targets resources at the 
areas identified as highest risk to the Council.  This then allows Internal 
Audit to give an annual overall opinion on the Council’s systems of risk 
management, internal control and governance.

3.4 The annual report and opinion is a mandatory requirement and is a key 
contributor to the Annual Governance Statement, which accompanies 
the annual statement of accounts.  The Governance Statement provides 
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assurance to the Audit Committee that an effective internal control 
framework is in place. 

3.5 Internal Audit supports the Director of Financial Resources (S.151 
Officer) to discharge their responsibilities under section 151 of the Local 
Government Act 1972, the Accounts and Audit Regulations 2015 and the 
CIPFA Statement on the Role of the Chief Financial Officer in Local 
Government.  This Statement places on the Chief Financial Officer, the 
responsibility for ensuring that the authority has put in place effective 
arrangements for internal audit of the control environment and systems 
of internal control as required by professional standards.

3.6 Internal Audit supports the Director of Corporate Services and 
Commercial Strategy (M.O.) and Director of Financial Resources (S.151 
Officer) in providing high-level assurances relating to the Council’s 
governance arrangements.

3.7 Internal Audit also supports the Director of Corporate Services and 
Commercial Strategy (M.O.) in discharging responsibilities for 
maintaining high standards of governance, conduct and ethical 
behaviour.

Authority

3.8 This charter provides the authority for Internal Audit’s right of access to 
all activities, premises, records, personnel, cash and stores as deemed 
necessary to undertake agreed internal audit assignments.  In approving 
this charter, senior management and Members of the Audit Committee 
have approved this right of access and therefore the responsibility of all 
officers to comply with any reasonable request from members of the 
Internal Audit team.

3.9 This charter delegates to the CAE the responsibility to undertake an 
annual risk assessment in consultation with the Council’s management, 
and from this, to prepare a risk-based plan of audit work for approval by 
the Audit Committee.
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3.10 Internal Audit shall have the authority to undertake audit work as 
necessary within agreed resources to achieve audit objectives.  This will 
include determining the scope of individual assignments, selecting areas 
and transactions for testing and determining appropriate key contacts 
for interview during audit assignments.

3.11 The charter establishes that Internal Audit has free and unfettered 
access to the Audit Committee and has the right to request a meeting in 
private with the Chair of the Audit Committee should it become 
necessary.

Responsibilities and Objectives

3.12 Internal Audit’s primary objective is to undertake an annual programme 
of internal audit work that allows an annual opinion to be provided on 
the overall systems of risk management, internal control and 
governance. 

3.13 The CAE leading the Internal Audit team members has responsibility for 
the following areas:

Planning
 Develop an annual internal audit plan using a risk based 

methodology, based on at least an annual assessment of risk and 
incorporating risks and concerns identified by senior management;

 Submit the annual audit plan to CLT and Audit Committee for 
approval; and

 Review agreed audit plans following consideration of new and 
emerging risks and report any necessary amendments to agreed 
plans to Audit Committee.

Implementation
 Deliver the approved annual programme of internal audit work 

and report the outcomes in full to senior management (as agreed 
at the scoping stage of each engagement) and in summary to 
Audit Committee;

 Assist the investigating officer, as required, in significant suspected 
fraudulent activities within the organisation and report the 
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outcomes to senior management (Director of Corporate Services 
and Commercial Strategy (M.O.), Director of Financial Resources 
(S.151 Officer) and other relevant directors); and

 Assist the Director of Corporate Services and Commercial Strategy 
(M.O.) to monitor the implementation of agreed audit 
recommendations by undertaking follow up reviews and reporting 
the outcomes to senior management and Audit Committee.

Reporting
 Any significant issues arising during audit fieldwork will be 

discussed with management as they are identified;
 Draft audit reports will be produced on a timely basis following all 

audit reviews and these will be discussed with management prior 
to finalising, to ensure the factual accuracy of the report and 
incorporate management responses;

 Quarterly progress reports will be prepared and discussed with 
management before being reported formally to Audit Committee;

 Internal Audit has a responsibility to report to Audit Committee 
any areas where it is considered that management have accepted 
a level of risk that may be unacceptable taking in to account 
policies approved by the Council; and

 The CAE has a duty to bring to the attention of the Audit 
Committee resource issues that are likely to impact adversely on 
the provision of the annual audit opinion.

Relationships with other Inspectorates
 Internal Audit will maintain effective relationships with other 

providers of assurance and external inspectorates to avoid 
duplication of effort and enable Internal Audit, where appropriate, 
to place reliance on the work of other providers.

3.14 The presence of Internal Audit does not detract in any way from 
management’s responsibilities for maintaining effective systems of 
governance, risk management and internal control.
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3.15 Internal Audit does not have any responsibilities for preventing or 
detecting fraud or error, this is the responsibility of the management of 
the respective organisations.  Internal Audit’s role is to provide senior 
management and the Audit Committee with assurance that the 
management of the organisation have themselves established 
procedures that allow them to prevent or detect fraud or error and to 
respond appropriately should this occur.

3.16 It is the responsibility of the Council’s management to maintain 
adequate systems of internal control and to review their systems to 
ensure that these controls continue to operate effectively.

3.17 The role of Internal Audit within the organisation is summarised in the 
diagram below.

3.18 The above diagram demonstrates the three lines of defence in ensuring 
that Copeland Borough Council is adequately managing its risks.

3.19 The first line of defence comprises the arrangements that operational 
management have implemented to ensure risks are identified and 
managed.  These include the controls that are in place within systems 
and processes together with the management and supervisory oversight 
designed to identify and correct any issues arising.

3.20 The second line of defence refers to the strategic oversight 
arrangements that are designed to provide management with 
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information to confirm that the controls in the first line of defence are 
operating effectively.  For example, the risk management policies and 
strategies that determine how:

 Risks within the organisation will be identified, assessed and 
managed; and

 Reporting arrangements confirm implementation and compliance 
with these policies and strategies.

3.21 Internal audit forms the third line of defence alongside other 
independent providers of assurance.  The role of internal audit is to 
provide the senior management and Elected Members of the 
organisation with assurance that the arrangements within the first and 
second lines of defence are adequate and working effectively to manage 
the risks faced by the organisation.

4. SCOPE OF INTERNAL AUDIT WORK

4.1 The scope of Internal Audit work covers the entire systems of risk 
management, internal control and governance.  This allows Internal 
Audit to provide assurance that appropriate arrangements are in place 
to ensure that:

 The organisation’s risks are being appropriately identified, 
assessed and managed;

 Information is accurate, reliable and timely;
 Employees’ actions comply with expected codes of conduct, 

policies, laws and procedures;
 Resources are utilised efficiently and assets are secure;
 The organisation’s plans, priorities and objectives are being 

achieved; and
 Legal and regulatory requirements are being met.

5. POSITION AND REPORTING LINES FOR INTERNAL AUDIT

5.1 Internal Audit reports operationally to the Director of Financial 
Resources (S.151 Officer).  Functional reporting is to the Audit 
Committee.
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5.2 On a day-to-day basis, Internal Audit will report the outcomes of its work 
to the senior officer responsible for the area under review.  The Director 
of Corporate Services and Commercial Strategy (M.O.) and the Director 
of Financial Resources (S.151 Officer) monitor the progress and 
performance of Internal Audit.  Both managers are charged with 
ensuring the organisation has put in place effective arrangements for 
Internal Audit of the control environment and systems of internal 
control as required by professional standards.

5.3 Internal Audit reports the outcomes of its work to the Audit Committee 
on a quarterly basis.  This includes as a minimum, a progress report 
summarising the outcomes of Internal Audit engagements as well as the 
performance of Internal Audit against the approved plan of work.  

5.4 On an annual basis, the CAE will prepare and present to Audit 
Committee, an annual report containing:

 The overall opinion of the CAE;
 A summary of the work undertaken to support the Audit opinion; 

and
 A statement of conformance with the PSIAS.

5.5 Should significant matters arise in relation to the work of Internal Audit; 
these will be escalated through the management hierarchy and to the 
Chair of Audit Committee as appropriate.

5.6 Agreement of the Director of Corporate Services and Commercial 
Strategy (M.O.) and CLT is required following requests to make major 
changes to the agreed audit plan.  Major changes to plans to respond to 
non-planned work, alternative or urgent requirements are reported to 
Audit Committee.  Less urgent changes are discussed with senior 
management, the Chair and Vice Chair of Audit Committee before being 
implemented.  Internal Audit report all changes to approved audit plans 
to the next meeting of the Audit Committee.

6. ETHICS, INDEPENDENCE AND OBJECTIVITY

Ethics
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6.1 Internal Audit works to the highest standards of ethics and has a 
responsibility to both uphold and promote high standards of behaviour 
and conduct.  

6.2 All internal auditors working within the UK public sector are now 
required to comply with the mandatory Code of Ethics contained within 
the new PSIAS.  This has been adopted by Internal Audit and all staff will 
be requested to sign up to the Code on an annual basis.  Auditors are 
also required to comply with the codes of ethics of their professional 
bodies.

Independence

6.3 Internal auditors are independent of all activities they are required to 
audit to provide assurance to the Audit Committee that the annual 
opinion they are given is independent and objective.  Whilst Internal 
Audit report operationally to the Council’s Director of Financial 
Resources (S.151 Officer), safeguards have been put in place to limit any 
impairments to independence or objectivity because ‘…the chief audit 
executive has roles that fall outside of internal auditing’ (above at 
paragraph 1.3).

6.4 Internal auditors will not undertake assurance work in areas for which 
they had operational responsibility during the previous 12 months.  

6.5 The CAE will report annually to Audit Committee to confirm that the 
independence of Internal Audit is being maintained.

Resourcing, Proficiency and Due Professional Care

6.6 For Internal Audit to provide an opinion to the Council there must be a 
sufficiently resourced team of staff with the appropriate mix of skills and 
qualifications.  Resources must be effectively deployed to deliver the 
approved programmes of work.

6.7 It is the responsibility of the CLT and the Audit Committee to approve a 
programme of audit work, sufficient to provide an adequate level of 
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assurance over their systems of risk management, internal control and 
governance.  

6.8 In line PSIAS, where the CAE considers that the level of agreed resources 
will adversely affect the provision of the annual internal audit opinion, 
the consequences will be brought to the attention of the Audit 
Committee.

6.9 In line with the requirements of the PSIAS, the CAE is professionally 
qualified and appropriately experienced.

The Role of Internal Audit in Fraud-related work

6.10 The PSIAS require that the role of Internal Audit in any fraud-related 
work be defined within the audit charter.

6.11 Internal Audit may undertake planned reviews of areas considered to be 
at risk of fraud.  Such reviews will be included within audit plans 
following discussion with management for approval by the Audit 
Committee.  In addition, where relevant, Internal Audit considers fraud 
risk, during risk based audit reviews.

6.12 Any involvement of Internal Audit in investigating suspected frauds or 
irregularities will be agreed with the Director of Corporate Services and 
Commercial Strategy (M.O.), the Director of Financial Resources (S.151 
Officer), and as appropriate, the CLT, on an individual basis.

Advice / Consultancy work

6.13 Internal Audit can provide advice, consultancy or investigatory work. 
Such assignments may be agreed during annual audit planning or arise 
from requests during the year. Consultancy assignments must only be 
accepted by the CAE when the following criteria are met:

 The work request aligns with the available skills and resources 
within Internal Audit at the time;

 The assignment will contribute to strengthening risk management, 
governance, performance and the control framework; and
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 No conflict of interest could be perceived from Internal Audit’s 
acceptance of the assignment.

6.14 In line with the PSIAS, approval will be sought from Audit Committee for 
any significant additional consulting services not already included in the 
audit plan prior to accepting the engagement.

7. MANAGEMENT RESPONSIBILITIES

7.1 For Internal Audit to be fully effective, it needs the full commitment and 
cooperation from the CLT.  In approving this charter, the Audit 
Committee is mandating management to cooperate with Internal Audit 
in the delivery of the service by:

 Attending audit planning and scoping meetings and agreeing the 
terms of reference for individual audit assignments on a timely 
basis;

 Sponsoring each audit assignment at Director or Service Manager 
level;

 Providing Internal Audit with full support and cooperation, 
including complete access to all records, data, property and 
personal relevant to the audit assignment on a timely basis;

 Responding to Internal Audit reports and making themselves 
available for audit closeout meetings to agree draft audit reports; 
and

 Implementing audit recommendations agreed within the 
timescales stated in the management response.

7.2 Instances of non-cooperation with reasonable audit requests will be 
escalated through the Director of Financial Resources (S.151 Officer), the 
Director of Corporate Services and Commercial Strategy (M.O.), Chief 
Executive and ultimately to the Audit Committee if necessary.

7.3 Whilst Internal Audit is responsible for proving independent assurance 
to the Council, it is the responsibility of management to develop and 
maintain appropriately controlled systems and operations.  Internal 
Audit does not remove the responsibility from management to review 
the systems and processes for which they are responsible and to provide 
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their own assurances to senior management and Elected Members that 
they are maintaining appropriately controlled systems.

8. QUALITY ASSURANCE

8.1 PSIAS require that the Internal Audit function be subject to a quality 
assurance and improvement programme that must include both internal 
and external assessments.  Internal Audit will report the outcomes of 
quality assessments to the Audit Committee through its regular reports.

Internal assessments

8.2 All internal audit reviews are subject to a CAE quality review to ensure 
that the work meets the standards expected for audit staff.  Such 
management review will include:

 Ensure the work complies with the PSIAS;
 Work is planned and undertaken in accordance with the level of 

assessed risk; and
 Appropriate testing is undertaken to support the conclusions 

drawn.

External assessments

8.3 Internal Audit should be subject to an external assessment at least every 
five years, by a qualified, independent assessor from outside the 
organisation.  The CAE will discuss options for the assessment with the 
Director of Corporate Services and Commercial Strategy (M.O.) and the 
CLT before making recommendations for approval by the Audit 
Committee.

9. REVIEW OF AUDIT CHARTER

9.1 This charter is subject to an annual review.  The CAE submits the revised 
document to CLT and the Audit Committee for approval alongside the 
annual audit plan.
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Audit Committee 18 June 2020

Risk Management Report - Quarters three and four of 2019-20 

EXECUTIVE 
MEMBER

LEAD OFFICER: 

Councillor David Moore.

Sarah Pemberton,
Director of Corporate Services and Commercial Strategy.

REPORT AUTHOR:                     Gillian Butterworth,
Performance and Risk Management Officer.

WHY HAS THIS REPORT COME TO THE AUDIT COMMITTEE?
Copeland Borough Council is required to have ‘effective arrangements in place 
for the management of risks’, as set out in the Accounts & Audit Regulations 
2015.

RECOMMENDATION:
Note the report and appendices and make any comments or recommendations for 
consideration by the Executive on the adequacy of the Council’s risk management 
arrangements.

1. INTRODUCTION
1.1. At Copeland a Risk Management Framework is used to identify and 

manage risks that may affect the achievement of strategic ambitions, or 
the delivery and quality of core services. 

1.2. Within the framework, the Corporate Leadership Team monitors 
strategic and operational risks to mitigate impact, or realise 
opportunities, posed by current and emerging risks.  The Audit 
Committee receive a quarterly risk report to provide assurance around 
the adequacy of the Councils risk management arrangements.

1.3 Committee members will be aware that the World Health Organisation 
declared Covid-19 a ‘global pandemic’ on 11th March 2020.  Following 
subsequent UK government advice, on 13th March 2020 the Cumbria 
Local Resilience Forum declared Covid-19 a major incident and Copeland 
Borough Council enacted its Business Continuity Plan (BCP).
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1.4 This report details routine risk management activity up until the 13th 
March 2020, when the Business Continuity Plan was enacted, and  
outlines risk management measures used by the council during the 
incident management and business continuity phases of the Business 
Continuity Plan.

2.0 RISK MANAGEMENT ACTIVITY 
(Quarter three and four up to 13th March 2020)

2.1 STRATEGIC RISKS
One risk was removed from the strategic risk register – ‘SR006-Failure to 
Maintain an Effective and Statutory Role in Nationally Significant 
Infrastructure Projects’. 
This is because the risk related to failure to meet statutory obligations 
through the Nuclear New Build and North-West Coast Connections 
NSIPs, however these programmes are currently paused and the 
Geothermal Depository Facility NSIP is being monitored through 
strategic risk number 5.

All remaining strategic risks were reviewed by the Corporate Leadership 
Team.  

2.2 Throughout the period all strategic risk assessment scores remained 
constant and the majority of strategic risks were assessed to be 
‘controlled’, and at target levels of likelihood and impact (8 out of 11).

Appendix A provides full details of all strategic risks
Appendix B lists all changes made to the strategic risk register in the 
period.

2.3 OPERATIONAL RISKS
Service Managers reviewed sixty nine operational risks, of which, the risk 
score remained constant or decreased for the majority of operational 
risks (62 out of 69).

2.4 Eight operational risks were assessed to have a high score (red), these 
were reviewed in greater depth by the Corporate Leadership Team and 
the Service Manager in line with the Risk Management Policy. 

Appendix C shows operational risks scores in the period.
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2.5 HORIZON SCANNING
In addition to monitoring known risks, the Corporate Leadership Team 
used horizon scanning to identify regional, national or global issues that 
could impact the council.  Throughout Quarters three and four, this 
included, continued monitoring of the implications of leaving the 
European Union and close monitoring of the developing coronavirus 
situation.  CLT and the Council’s Public Protection Manager worked 
closely with the Cumbria Local Resilience Forum to regard emerging 
international and government advice.

2.6 CHANGES TO RISKS REPORTING FREQUENCY ON PENTANA
An Internal Audit Review of Operational Risk Management carried out in 
July 2019 made the following recommendation;
‘Management should ensure that all operational risks are reviewed at 
regular intervals and information updated on the Pentana system as 
evidence. CLT will review the policy periodic/frequency of a service 
manager’s requirement to update’.

2.7   Following consultation with Service Managers, CLT agreed that risks 
should be updated on Pentana (at least) once every quarter, as opposed 
to once every month.  The agreed change in practice was based on an 
expectation that all risks would continue to be actively reviewed and 
managed on an ongoing basis and the risk owners would record details 
on Pentana quarterly.  The Risk Management Policy has been updated 
accordingly.  

2.8 RISK MANAGEMENT ARRANGEMENT UNDER THE BUSINESS 
CONTINUITY PLAN
The purpose of the Business Continuity Plan (BCP) is to provide a flexible 
response so that Copeland Borough Council can: 

 
 Respond to a disruptive incident– the incident management 
 Maintain delivery of critical activities/services during an incident – 

the business continuity 
 Return to ‘business as usual’ - resumption and recovery

2.9 On 13th March the Covid19 pandemic was assessed to be ‘an incident 
causing significant disruption to normal service delivery/business, 
particularly the delivery of key/critical activities’, thus activating Business 
Continuity Plan, once activated strategic and operational objectives and 
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risk were realigned with the incident management and business 
continuity and recovery aspects of the plan. 

2.10 The Business Continuity Plan follows a number of stages
 Plan activation
 Incident Management
 Business Continuity
 Business Recovery

and is supported by service specific business continuity plans, which 
detail priority services and the equipment and resources to deliver 
critical services. 

 2.11  Through the incident management phase the council focused on the 
protection and safety of staff, visitors and wider community, the
protection of vital assets such as equipment and data, and the 
assessment of known and potential impacts of the covid19 pandemic on 
the running of the business.

 
The business continuity lead team were convened and an incident log 
was established.
CLT assumed the role of “gold” command for the organisation, and 
instigated and completed a decision log which was updated daily.  
Communications were frequent, sharp and focussed and maintained at 
all times to staff, Members, residents, partners, stakeholders and the 
wider public. 

2.12 During the Business Continuity phase the lead team carried out an 
immediate analysis of business critical functions, reviewed resources and 
assets required to deliver them, and, configured and redeployed 
available resources to ensure delivery of statutory services.  

Critical activities were provided for the following:

1. Protection of Public Health 
(Bereavement, Environmental Health and Waste Management services 

2. Protection of Public Safety
(Building Control, Parks and Open Spaces, Property and Estates and 
Environmental Health)
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3. Public and Business Welfare – includes payments of benefits  
(Benefits, Finance, Housing, Land Charges)

4. Staff Welfare 
(Wages, Health, safety and wellbeing)

5. Democracy (Democratic Services)

6. General statutory service provision
(Legal Services, Planned, Development and building Control, Statutory 
Returns  

7. Business delivery - Communications
 

Resources where possible were diverted from non-critical activities to 
cover critical activities and a number of staff were redeployed. 

2.13 Risk management arrangements were recorded via the incident and 
decision making logs that the lead team maintained throughout.

Appendix D is an info graphic taken from the Copeland website showing 
the level of critical service delivery that has been maintained throughout 
the response to the pandemic.

  
2.14 The recovery and resumption phase of the Business Continuity Plan is 

normally focused on recovering ‘business as usual’ and it is aimed at 
restoring and facilitating normal working practices for Copeland.  

However, there will be lessons learned from the response stage, and 
new ways of working will emerge and are being planned for.  It is 
unlikely “business as usual” can be restored, and the response stage has 
created opportunities and challenges to fast forward internal plans and 
ambitions of a modern and progressive organization. 

3.0 CONCLUSION
3.1 Risk Management arrangement were carried out by in line with the Risk 

Management Framework and the Business Continuity Plan during 
Quarters three and four of 2019/20
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4.0 STATUTORY OFFICER COMMENTS

4.1 The Monitoring Officer’s comments are:  
It is already recognised and acknowledged, that these are 
unprecedented times, and the global pandemic and response by 
Governments cascading to local authorities, is more than a business 
continuity incident.  
The implications, severity and length of response has been elongated, 
and it is of wider consensus that the response to, and effects of, CV-19 
will be around for many months, if not years to come. The council is 
aware that there will be no return to “business as usual”, but as we 
emerge from response stage, the recovery/rebuild/reboot will be 
challenging and intensive.

4.2 The Section 151 Officer’s comments are:  
Any financial considerations are included in the body of the report. 

5.0 LIST OF APPENDICES 
Appendix A – The Strategic Risk Register for Q3 and Q4 of 2019-20
Appendix B – List of changes made to the Strategic Risks Register during 
Q3 and Q4 of 2019-20
Appendix C – Operational Risks Summary for Q3 and Q4 of 2019-20
Appendix D – Critical Business Functions maintained in Q4 2019/20 
during Covid19 Pandemic critical incident.

Page 64



Appendix A

1

Copeland Borough Council  - Strategic Risk Register – Q3 and Q4 2019-20 
(to 13th March 2020 – thereafter CBC Business Continuity Plan)

Status Risk Code & Title Impact Likelihood Score Trend Target 
Score

Ownership 
Managed By

SR001 Failure to Maintain Focus on the Councils Core 
Business

4 4 16 12 Corporate 
Leadership Team

SR002 Lack of Capacity, Resources and Capability to 
Deliver the Corporate Strategy and Core Services

4 4 16 16 Corporate 
Leadership Team

SR003 Failure to Ensure Partnership Working to Deliver 
Corporate Priorities both within and outside the Council

3 3 9 9 Director of Growth 
and Inclusive 
Communities

SR006a Failure of Copeland economy to fulfil its potential 
relating to new missions, Sellafield Transformation and 
economic transformation

4 3 12 4

Chief Executive

SR007 Uncertainty Around Non-Domestic Rates, Appeals 
and Business Growth

3 3 9 9 Financial 
Resources Director

SR008 Council ICT systems do not demonstrate resilience, 
redundancy and or high availability

3 3 9 9
Chief Executive

SR009 Failure to Ensure Effective and Statutory 
Information Governance

3 4 12 12 Director of 
Corporate Services 
and Commercial 
Strategy

P
age 65



Appendix A

2

SR010 Failure to Realise Income from Commercial and 
Trading Activity

3 4 12 12 Director of 
Corporate Services 
and Commercial 
Strategy

SR012 Failure for the Council to prepare for the possibility 
of changes in Local Government governance 
arrangements.

3 3 9 9

Chief Executive

SR004 Failure to Prioritise and put attention on 
Vulnerability and Social Inclusion

3 2 6 6 Director of Growth 
and Inclusive 
Communities

SR005 Failure by the Council to Maintain an Effective Role 
within the Nuclear and Energy Sectors

3 2 6 4 Chief Executive

6 Very High 6 12 18 24
5 High 5 10 15 20
4 Significant 4 8 12 16
3 Low 3 6 9 12
2 Very Low 2 4 6 8Li

ke
lih

oo
d

1 Almost 
Impossible

1 2 3 4

Negligible Marginal Critical Catastrophic
1 2 3 4

Impact
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Risk Contributing Factors Risk Triggers Risk 
impacts/Consequences

Current Internal Controls Required Internal 
controls/actions

Target Risk 
Score

MTFS

Annual Budget Setting 
Process

Annual service planning 
process and sign off.

Communications with 
staff, stakeholders and 
partners (ongoing)

Performance Management 
Framework

Communications MD to 
meet regularly with the 
Labour Group Leader

CLT decision making 
processes

• Not updating the 
website and an inability to 
use digital resources 
effectively 

• Devolution/Post Election 
agenda and national 
political changes  

• PFI arrangements 

• Preparations for impact 
of Brexit  

• Maintain a balance 
between new 
discretionary priorities and 
existing and new statutory 
requirements 

• Sign-off of accounts 

• Elections /  lack of 
political continuity 

• Resource cost change 
through loss of income, 
grant or core increase with 
static budget cost
 
• Redirecting resources 
away from core business 

• Not acting on decisions 
made 

• Unavoidable delays due 
to external factors  

• Delays or changes to 
services without notice
 
• Business Continuity 
Impact 

• Organisational resilience 

• Affect the most 
vulnerable in society 

• Inability to achieve 
investment in priority 
areas based on 
evidence/need 

• Reputational Damage 

• Loss of systems resulting 
OSC challenge and 
monitoring

• Pursue PFI Buy-out.  Mayor 
and Chief Officers to meeting 
with Ministers and Senior Civil 
Servants to make Copelands 
case. 

• ICT infrastructure investment 
plan  (2018-20) 

• Sign off of ICT Strategy and 
compliances 

• Implementation of ICT actions, 
projects and current priorities
 
• Review of lessons learned 
from cyber-attack with MHCLG 
agreement.  

12

SR001 Failure to Maintain Focus on the Councils Core Business Current 
Risk 

Score

 Risk Matrix Trend Last 
Reviewed

Risk Owner

Risk 
Description 

Failure to focus on the Council’s core business leads to not fulfilling 
Statutory and Regulatory duties nor meeting the needs of the 
people of Copeland 

16 01-03-2020 CLT
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Risk Contributing Factors Risk Triggers Risk 
impacts/Consequences

Current Internal Controls Required Internal 
controls/actions

Target Risk 
Score

Risk Management 
Framework

Corporate Strategy 2016-
2020

Recruitment to key roles

Partnership Delivery

Business Continuity and 
Disaster Recovery Plans as 
part of annual Service 
planning process

Lobbying Minister and 
Senior Civil Servants

 
• Gaining Member 
consensus over what 
constitutes core business 
and corporate strategy 

• Ineffective employment 
of resources 

• Continuous Service 
Improvement 

• Volume of work and lack 
of capacity at all levels 

• Government Strategy/ 
austerity resulting in 
uncertainty about funding 
and policy may influence 
decision making 

• Possibility of further 
elections may impact on 
likelihood to make difficult 
decisions. 

in inability to deliver 
statutory requirements. 

• Decision making in a 
timely way 

• Pressure on officer time 
due to increased use of 
scrutiny  

Aim High - Performance 
and Competency 
framework
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Risk Contributing Factors Risk Triggers Risk 
impacts/Consequences

Current Internal Controls Required Internal 
controls/actions

Target Risk 
Score

Aim High - Performance and 
Competency framework 

People Strategy

Change Management Policy

Member Development

Staff Flexibility

Budget setting and monitoring

Performance Management 
Framework

OSC challenge and monitoring

Recruitment to key roles

Apprentice Programme

Monitor and review of new or 
expanded service

Contract Management

• Inconsistent contract 
management leading to 
poor performance and 
lack of service capacity 

• Uncertainty and 
limitations of operational 
and project budgets. 

• Insufficient staff with the 
required skills to deliver 
core services and/or 
changes. 

• Staff have no additional 
capacity to take on 
additional projects. 

• Loss of Key Staff 

• and loss of interim staff 

• Significant changes in 
recylates values impacting 
on resources available 

• Potential reduction in 
budgets 

• Loss of key staff and 
single point of failure 

• Service reviews and 
Reorganisation 

• Increased demand on 
expanded statutory 
services 

• External pressures and 
reliance on good will and 
flexibility of staff and 
members 

• Reduction in external 
resources to meet 
statutory service costs e.g. 
recycling requiring risk 
reserve support to 
maintain service 

• Pace of delivery slows as 
key staff carry too great a 
workload 

• Business Continuity and 
organisational resilience 
impacting on corporate 
delivery plan. 

• Key Services not 
delivered 
• Performance declines 

• Reputational Damage Aim High - Performance and 
Competency framework

• Agree and implement 
lessons learnt from 
cyber-attack and MHCLG 
case study  

16

SR002 Lack of Capacity, Resources and Capability to Deliver the Corporate 
Strategy and Core Services

Current 
Risk Score

 Risk Matrix Trend Last 
Reviewed

Risk Owner

Risk 
Description

Constraints lead to a failure to resource critical functions 16 01-03-2020 CLT
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Staff Training and Development 
Programme

IT Systems

Corporate Training Directory 
2019

Reduced reliance in interim staff

Cyber incidents log

Monitoring of prices and income

Operational Risk reserve

Contract Standing Orders

2020-2024 Corporate Strategy

at short notice 

• Rate of change is rapid, 
change fatigue and failure 
to recruit. 

• Recommendations for 
change not always 
implemented due to lack 
of resources/capability 

• Training and induction of 
elected members 

• Ineffective Training 
programme 

• Risk to Capital 
Programme budgets if 
required level of receipts 
are not achieved  

• Failure to define core 
business 

• Partnership breakdown
 Or over reliance on 
partnerships 

• Prioritisation – failure to 
prioritise Leadership and 
management of the 
change programme and 
commercial agenda 

• Insufficient capacity to 
deal with the scale and 
pace of change required 
• Increased sickness 
absence 
• Poor training offer or 
take up 
• Non achievement of 
receipts set against the 
capital programme 
• learning form Cyber-
attack not implemented  

• Increase in Staff 
Turnover or absenteeism 

• Reduction in staff 
morale 

• increased borrowing due 
to non-achievement of 
receipts set against the 
capital projects
 
• Limited or loss of access 
to IT systems
 
• Large scale IT recovery 
action plan has resource 
and capacity requirements 

 

External grants funding
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SR003 Failure to Ensure Partnership Working to Deliver Corporate 
Priorities both within and outside the Council

Current Risk 
Score

 Risk Matrix Trend Last 
Reviewed

Risk Owner

Risk 
Description

The Council continues to be involved in partnerships which are 
essential to Strategic Objectives and/or Service Delivery or involved 
in funding arrangements. If these partnerships are not developed, 
fail to operate effectively or fail entirely, then there are financial 
risks, service delivery risks and strategic objectives may not be 
achieved. 

9 01-03-2020 Director of 
Growth and 

Inclusive 
Communities

Risk Contributing Factors Risk Triggers Risk 
impacts/Consequences

Current Internal Controls Required Internal 
controls/actions

Target Risk 
Score

Corporate Strategy 2016-
2020

Corporate Strategy 
Delivery Plan

Aim High - Performance 
and Competency 
framework

Strategic Partnerships 
Review

Strategic Partnerships 
Review

Outside Bodies annual 
review

Copeland Partnership

Cumbria Chief Officers 
Group

Partnership Protocols

• Reduction in available 
external funding
 
• Voluntary Sector loss of 
public sector contracts 

• Some partners are in the 
same position (public 
sector partners e.g. 
austerity measures) 

• Capacity is therefore 
reduced 

• Strategic alignment of 
key partnerships as 
priorities, resource and 
work shift or evolve over 
time. 
• Sellafield activity post 
transition.

Continued reduction in 
partner’s delivery 
resources due to austerity 
measures.

Each agency having to 
make its own savings
Lack of joined approach to 
savings programme and 
impact analysis

Retrenchment of partners
Lack of capacity to work 
together on known issues
Taking resources out of 
partnership arrangements 
(cash and people)

The need to re-prioritise 
partnership arrangements 
around agreed priorities.

• Less partnership activity 
due to partnership 
resources 

• Ability to work 
differently in the future to 
maintain service provision
 
• Reputational impact 

• Ability to maintain key 
relationships and the 
benefits associated with 
them 

• Limited resources for 
joint working  

Information Sharing 

• Increased engagement and 
active support to key CVS 
partners impacted by loss of 
CCC contracts and building 
working relationship with new 
contractors
 
• 2020-2024 Corporate Strategy
 
• Continue to Identify any 
additional opportunities for 
partnership working and 
delivery to assist with treatment 
and transfer of strategy and 
operational risks  

9
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Protocols 
• The impact of 
Government policy on 
district responsibilities  

The need for new partners 
to deliver our Corporate 
Strategy

Develop skills for future 
through joint working 
partnerships
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SR004 Failure to Prioritise and put attention on Vulnerability and Social 
Inclusion

Current Risk 
Score

 Risk Matrix Trend Last 
Reviewed

Risk Owner

Risk 
Description

The Council has a moral, as well as a legal, obligation to protect the 
most vulnerable in society. Failure to do so would mean not fulfilling 
our legal obligations and not meeting the needs of residents.

6 01-03-2020 Director of 
Growth and 

Inclusive 
Communities

Risk Contributing Factors Risk Triggers Risk impacts/Consequences Current Internal Controls Required Internal 
controls/actions

Target Risk 
Score

OSC challenge and monitoring

Social Inclusion Project Plans 
(bespoke)

Social Inclusive Service Delivery

Partnership Delivery - Social and 
Financial Inclusion

Social Inclusion Policy

Social Investment Programme

Cumbria Intelligence Observatory

Review of impact of Social 
Inclusion Policy

External Funding Log

VCS Liaison

Children’s Charter (2019)

Equality Working Group (CBC)

• Residents who are most 
vulnerable will be most 
affected by any reduction 
in service delivery
 
• Need to invest in service 
areas which support the 
most vulnerable in the 
community 

• Most vulnerable in 
society experience 
multiple impacts 

• Most likely to be 
struggling at household 
level 

• Least likely to have a 
voice in the decision-

• Reduced resources and 
access to external 
resources 

• Lack of evidence of need 
or impact 

• Taking decisions that 
have multiple impacts on 
the same communities 

• Not identifying 
opportunities to work 
differently to help 
maintain services for those 
most in need 
• Not engaging the hard to 
reach in the decision-
making process 

• Communities and residents 
suffer 

• Health-related impacts 
worsen 

• Community cohesion 
challenged 

• Demand for public services 
increase 

• Reputational issues for the 
Council 
• Staff morale as unable to 
help those most in need or 
sustain these services most 
needed. 

• Not getting access to Stakeholder Engagement through 

• Bi-annual review 
of Social Inclusion 
Policy impact review 
report via the Social 
Inclusion Board
 
• Maintain customer 
and local evidence 
and strategic needs 
assessments with 
partners  

6
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social inclusion.

Safeguarding Policies and Training

2020-2024 Corporate Strategy

making process  • Welfare 
Reform/Universal Credit
 
• Reduced capability to 
deliver services due 
Limited or loss of access to 
IT systems  

Statutory Services when 
needed.  

Social Inclusion Checklist
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SR005 Failure by the Council to Maintain an Effective Role within the 
Nuclear and Energy Sectors

Current Risk 
Score

 Risk Matrix Trend Last Reviewed Risk Owner

Risk 
Description

 The Council represents Copeland residents and businesses in the 
nuclear and energy related projects. Failure to do so would result in 
a failure to secure community / business considerations / benefits 
and a failure to ensure appropriate regeneration of key areas.

6 01-03-2020 Chief 
Executive

Risk Contributing Factors Risk Triggers Risk 
impacts/Consequences

Current Internal Controls Required Internal 
controls/actions

Target Risk 
Score

Recruitment to key roles

Planning Performance 
Agreements

Cross departmental 
engagement through the 
nuclear programme

Matching of staffing to external 
funding opportunities

Engagement with industry and 
government, ensuring 
representation on national 
bodies and representative 
groups

Relationship with LEP Nuclear 
Sector Panel and Centre of 
Nuclear Excellence established

Changes in leadership at 
Sellafield

Failure to represent the 
community in nuclear and 
energy related projects, 
including issues relating to 
radioactive waste 
management and disposal
 
Failure to stay current, 
relevant and informed
 
Failure to respond to 
emerging Geological 
Disposal Facility process 
and other nuclear and 
energy related 
missions/opportunities
 

SL transformation and risk 
to economy of Copeland 
/opportunity to broaden 
economic base
 
Failure to retain staff 
and/or skills
 
Inability to secure funding 
for staff resource
 
Nationally Significant 
Infrastructure Projects and 
Geological Disposal Facility 
programme slippage
 
Planning Performance 
Agreement commitments 
not met
 

Failure to represent the 
community
 
Inability to influence 
industry and government 
agenda to ensure 
recognition of Copeland’s 
unique role in the sector
 
Failure to secure social 
value
 
Failure to achieve the 
necessary economic 
benefit from new 
development
 
Strength of partnership 
working and ensuring that 
CBC ‘means business’

New Structures endorsed 
Strategic Planning Agreement 1 

New integrated SNEB
Strong Relationship with 
RWM (radioactive Waste 
Management Ltd) and first 
project resourced
Review and 
implementation of 
governance structure for 
collaborative / partnership 
working within nuclear 
and energy sector

4
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(SPA1) implemented and under 
discussion

Engagement with SL around 
Transformation established

Engage with SL and successful 
bidders to Programme and 
Project Partners (PPP) 
procurement to achieve specific 
investments in locality

Future Opportunities Group

Ongoing SL/NDA/CBC 
workshops

Maintaining a robust and 
adequately resourced 
relationship with Sellafield 
Limited as they 
‘transform’, NDA, LEP, 
BECBC and others
 
Sellafield transition and 
impact on the economy 
including potential impact 
of PPP procurement 
outcomes

Failure to engage in the 
production of key external 
documents, e.g. NDA 
strategies
 
Failure to engage in 
OSCAR and other exercises
Closure of THORP and 
Magnox

 
Negative impact on 
economy and 
development of a new 
relationship with the
Nuclear industry

Commission of Copeland Vision 
and Nuclear Prospectus
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SR006a Failure of Copeland economy to fulfil its potential relating to 
delays in key nuclear missions including Moorside, North West 
Coast Connections and Sellafield Transformation

Current Risk Score  Risk Matrix Trend Last 
Reviewed

Risk Owner

Risk 
Description

Evidence of Oxford Economy Study and SL Transformation 
Programme and the consequential potential negative impact 
on the Copeland economy, future business rates and wellbeing 
of our community.

12 01-03-2020 Chief 
Executive

Risk Contributing Factors Risk Triggers Risk 
impacts/Consequences

Current Internal Controls Required Internal 
controls/actions

Target Risk 
Score

NDA secure Moorside 
Meetings/lobbying with 
UK Government ref future 
of Moorside

Develop key project 
proposals to offset 
Transformation impacts 
and diversify local 
economy e.g. Solutions 
Hub

Commission of Copeland 
Vision and Nuclear 
Prospectus

• Loss of key personnel 

• Delays to the 
development of the 
Moorside Project and the 
NWCC project 

• Potential loss of 
Moorside site from the 
revised NPS for new 
nuclear developments 

• Sellafield Transformation 
loss of job roles and 
implications for the local 
economy and local supply 
chain 
• Outcome of SL PPP 
procurement process and 
loss of supply chain jobs 

Decisions by UK 
Government and 
developers ref future 
plans for Moorside
Publication of draft NPS by 
Government
Announcement by SL of 
preferred bidders PPP

On-going uncertainty 
regarding the 
development of the site 
Loss of major growth 
opportunity and the jobs 
and investment that it 
brings with it loss of job 
roles at SL and knock-on 
effect within supply chain
 
Diminished SL supply chain 
activity in the locality

Collaborate with sector 
leaders to support 
commercialisation of 
Cumbria skills and 
capabilities

New Nuclear prospectus
Copeland Vision
Allerdale collaboration 
Strong relationship with 
Northern Powerhouse
Devolution growth deal 
opportunities
Commission of Copeland vision 
and nuclear prospectus
Develop and manage a 
programme of lobbying and 
interventions
Engage with NDA as current 
landowners of Moorside site to 
ensure future availability
 
 
Agree approach to 
Transformation agenda with SL
 

4
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and opportunities locally 
to wider UK and beyond  

Develop ISH project
Programme of interventions 
funded by socio impact fund 
agreed and implemented

SR007 Uncertainty Around Non-Domestic Rates, Appeals and Business 
Growth

Current 
Risk 

Score

 Risk Matrix Trend Last Reviewed Risk Owner

Risk 
Description

Changes in Local Government Finance means that income from 
NNDR is no longer guaranteed and significant appeals may result in 
a financial loss to the Council’s finances.

9 Likelihood low (3)
Impact critical (3)

01-03-2020 Director of 
Financial 

Resources

Risk Contributing Factors Risk Triggers Risk 
impacts/Consequences

Current Internal Controls Required Internal 
controls/actions

Target Risk 
Score

Budget setting and monitoring

Corporate Strategy 2016-2020

External Bids and funding

Council Input - SL socio-
economic working groups and 
plans

Growth Strategy

Cumbria Business Rates Pool

NDA Property Strategy

NNDR monthly monitoring

CBC Influence - regular meetings 
with NDA

• Introduction of new 
Business Rates system in 
April 2020 including new 
fair funding formula 

• Growth of businesses 
does not happen and level 
of appeals means overall 
rateable value drops 

• Performance of LEP not 
reflecting the Council’s 
Growth ambitions  

• Uncertainty regarding 
income from future NNDR 
payments 

• Businesses enter the 
appeals procedure. 

• Failed /successful bids 
(e.g. Regional Growth 
Fund)  

• Uncertainty and 
potential loss of income 
due to NNDR resetting and 
new fairer funding 
formula. 

• Potential permanent 
reduction in the Council’s 
base position 

• Loss of funded growth 
projects 

• Stalled development 

• Impact on the Medium 
Term Financial Statement. 

CBC Influence - Role of council 
on LEP

• Budget Strategy and 
MTFS 19/20 to 21/22 
(3yrs) to be agreed at Full 
Council Feb 2019. 

• Respond to Consultation 
on new Business Rates 
System and new fairer 
funding formula by Feb 
2019  

9
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CBC Influence - Regular dialogue 
with Valuation Office

respond to Government 
Consultation

• Overall financial position 
of Council e.g. going 
concern status 

• Council’s relationship 
with nuclear sector.  Business Rates Relief Policy 

2019-20
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SR008 Council ICT systems do not demonstrate resilience, redundancy and 
or high availability

Current Risk 
Score

 Risk Matrix Trend Last 
Reviewed

Risk Owner

Risk 
Description

The Council is dependent on its Information and Communications 
Technology Systems to deliver its services. Failure of these systems, 
from any cause, will impact on service delivery, the Councils ability 
to manage its finances and the Council’s reputation. 

9 01-03-2020 Chief 
Executive

Risk Contributing Factors Risk Triggers Risk 
impacts/Consequences

Current Internal Controls Required Internal 
controls/actions

Target Risk 
Score

Annual Budget Setting 
Process

Business Continuity and 
Disaster Recovery Plans as 
part of annual Service 
planning process

IT Systems

IT Policies  and Procedures

National Cyber Security 
Standards compliance

Funding allocation for PSN 
Health Check

• Limited capability to 
deliver priority actions 

• Previous under 
investment in ICT 
infrastructure and 
business systems 

• Inadequate business 
continuity and recovery 
arrangements, 

• Resulting in major 
internal and/or external 
disruption to services in 
the event of an incident. 

• Public Services Network 
Compliance achieved. 

• Age and structure of 

• PSN Health Check 
outcomes. 

• Failure of IT systems due 
to a lack of resilience.
 
•  Loss of site due to fire 
or another severe incident 
e.g. cyber-attack 

• Loss of site due to 
flooding or other severe 
weather event. 

• Major power failure and 
other utilities at Council 
buildings 

• Effects of pandemics 

• Major infrastructure 

• Non ICT staff expected 
to have unrealistic levels 
of technical knowledge 

• Inability to deliver core 
business including 
key/critical services e.g. 
benefits, refuse collection, 
homelessness 
applications, and 
emergency repairs.
 
 
• Reduction in availability 
of services available to 
residents/customers, for 
example, contact centre, 
customer services, 
telephony.
 
• Business Continuity

ICT Restructure

Cyber-attack business 
continuity exercise 

• SharePoint project to enable 
improved Information 
Management procedures. 

• 2019/20 Budget resource 
• New ITC strategy with 
resources in place and to 
include planned approach to 
Digitalisation of services in line 
with developing ICT strategy (on 
hold pending PSN outcome) 

• Emergency Planning and 
business continuity plans 
• Disaster recovery plan revised.
 
• IT equipment configuration to 
provide resilience & redundancy
 
• Monitoring of planned 
approach to IT Investment  

9
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existing networks and 
systems  

changes 

• Loss of key personnel 
• Contractor /supplier 
failure  

  
• Organisational resilience
 
• Performance declines
 
• Reputation damage
 
• PSN/PCI Standards 
compliance
 
• Inability to correspond 
using PSN  

P
age 81



Appendix A

18

SR009 Failure to Ensure Effective and Statutory Information 
Governance

Current Risk 
Score

 Risk Matrix Trend Last Reviewed Risk Owner

Risk 
Description

The Council has legal and statutory duties to securely store and 
archive confidential and sensitive data. Failure to adequately 
secure confidential and sensitive information could result in 
litigation and financial loss to the Council. 

12 01-03-2020 Director of 
Corporate 

Services and 
Commercial 

Strategy

Risk Contributing Factors Risk Triggers Risk impacts/Consequences Current Internal Controls Required Internal 
controls/actions

Target Risk 
Score

Staff Flexibility

Review current staffing 
arrangements and capacity 
and capabilities to meet 
service requirements

IT Acceptable User Policy

IAR - Information Asset 
Register

Staff Training on GDPR and 
Data Protection

Policies updated in relation 
to GDPR

IT Policies  and Procedures

Secure archive for paper 
records

• Loss of IT Personnel 

• Staff need to continually 
manage data – 
organisational behavioural 
changes 

• Changes in information 
governance regulations and 
GDPR regulations changes 

• Inadequate data sharing 
and data security 
arrangements. 

• Paper records not kept 
securely or appropriately 

• IT records not kept 
securely or appropriately 

• Ineffective processes for 
sharing of data with 
appropriate agencies 

• Theft or loss of data 

• Theft or loss of 
equipment 

• Cyber- attack 

• Improper disclosure of 
confidential information. 

• Disposal of IT equipment  

• Inappropriate sharing of 
confidential / sensitive 
information 

• Litigation for breaking the 
Data Protection Act 

• Inappropriate sharing of 
personal information. 

• Loss of data vital to key 
services through theft, 
damage, viral attack or 
inappropriate handling. 

 

Clear Desk Policy

• Archive Project and 
updated retentions policy
 
• Clear desk audit 

• Information Governance 
internal audit assurance 

• Share point and training 
to be rolled out to all staff
 
• Review and streamlining 
of documents held on the 
IAR by Managers 

• LGA funded programme 
designed to enhance staff 
knowledge around 
protecting confidential and 
sensitive data 

12
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• Lack of staff knowledge 
around protecting 
confidential/sensitive 
information  

• Data Protection Policy 
updated and timetable set 
for review and 
implementation of other 
Information Management 
Polices 

• Ongoing GDPR and DP 
training to be offered to 
new employees when 
required 

• Embed good data 
management practices 
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SR010 Failure to Realise Income from Commercial and Trading 
Activity

Current Risk Score  Risk Matrix Trend Last 
Reviewed

Risk Owner

Risk 
Description

In order to reduce the reliance on Central Government 
funding, the Council is developing commercial activities to 
increase income. Failure in these activities would impact on 
the Council’s finances, its ability to provide services and 
reputation. 

12 01-03-2020 Director of 
Corporate 

Services and 
Commercial 

Strategy

Risk Contributing Factors Risk Triggers Risk 
impacts/Consequences

Current Internal Controls Required Internal 
controls/actions

Target Risk 
Score

Annual service planning 
process and sign off.

Commercial Strategy and 
Framework

Communications Strategy 
for Commercial

Communications Plan

Contract Management

Procurement Strategy

Staff Training on Effective 
Contract Management

Working with investors to 
identify potential CBC 
investment opportunities

Appointment of Disruptive

Market Analysis

• Lack of potential CBC 
investment due to current 
financial pressures 

• Contract procurement 
not actively managed or 
highly effective was added 
to ‘contributing factors’
 
• Market Failure 
• Political support for 
commercial projects 

• Opposition from 
staff/members towards 
commercial way of 
operating 
• CBC affected by Local 
Businesses trading in the 
same market 

• Staff find it difficult to 
adopt new approaches 
and ways of working 

• Income generated fails 
to meet targets 

• Local SMEs suffer 
reduced profits 

• Public may not buy into 
the concept of the Council 
acting commercially. 

• Commercial Strategy not 
implemented. 

• Rejection of options to 
secure additional 
revenues, was added to 
the risk triggers.  

• Council must cover 
losses from reserves 

• Negative impact on local 
economy and bad 
publicity for the Council 

• CBC not financially self-
sufficient by 2021 

• Local Authority Trading 
Company is not profitable  

Contract Standing Orders

• Commercial Strategy 2019-23
 
• Assessment by CLT of 
commercial operations and 
activity within the 
organisational structure 

• Managers Guide to Effective 
Procurement to be rolled out. 

• Commercialisation 
programme re-setting in 
process for more horizontal 
integration 

• Clearly communicate the 
Commercialisation strategy, 
delivery plan and framework
  
• Training programme in 
support of the 

12
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• Negative public 
perception of council 
operating commercially 

• Making the change to a 
commercial approach 
takes longer than 
anticipated. 

• Failure to ensure that 
our assets are maintained, 
invested in and fit for 
purpose.  

Commercialisation strategy and 
changes to organisational 
culture to be rolled out to staff 
and members 

• Monitor performance against 
projections  

P
age 85



Appendix A

22

SR012 Failure for the Council to prepare for the possibility of changes 
in Local Government governance arrangements.

Current Risk 
Score

 Risk Matrix Trend Last 
Reviewed

Risk Owner

Risk 
Description

New Government focus on devolution and reform of Local 
Government

9 01-03-2020 Chief 
Executive

Risk Contributing Factors Risk Triggers Risk 
impacts/Consequences

Current Internal Controls Required Internal 
controls/actions

Target Risk 
Score

CLT and Executive and 
staff Briefed

Agreement with six 
Districts

MP briefed

Joint districts study

MOU with Allerdale BC

Joint districts working

• Not able to support a 
strong business case for 
best outcomes for 
residents 

• Lack of capacity to do 
potentially abortive work
 
• Shortage of appropriate 
skills to progress 

• No budget allocation to 
support the work 

• Risks of budgets being 
frozen if change accepted  

• Devolution re launched 
post Brexit 

• CCC different approach 
to the Districts 

• Lack of continuity at 
ministerial level post 
Brexit. 

• Bid submitted and 
response received from 
MHCLG 

• Leaders Board decisions  

• Focus on Copeland 
current priorities is 
weakened. 

• Inability to deliver the 
capital programme 

• Senior management 
time diverted from core 
business followed by all 
management  SRR-IC Northern 

Powerhouse

Engagement with blue light and 
health services.

• Continuous monitoring 

• Mayor and Chief Executive 
monitoring Ministerial decisions 
with regard to changes in 
governance arrangements.  
District leaders meeting to 
formulate a plan  

9
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Risk Code & Title Note and changes made during Quarter three of 2019-20

SR001 Failure to Maintain 
Focus on the Councils Core 
Business

Sign-off of accounts was added to the risk triggers

SR002 Lack of Capacity, 
Resources and Capability to 
Deliver the Corporate Strategy 
and Core Services

New 2020-2024 Corporate Strategy was agreed by Full Council in December 19. 

Expanded external grants to offer additional capacity in Economic Regeneration and Social Inclusion.  
Both added to current controls.

SR003 Failure to Ensure 
Partnership Working to Deliver 
Corporate Priorities both within 
and outside the Council

Increased engagement and active support to key CVS partners impacted by loss of CCC contracts and 
building working relationship with new contractors was added to required controls.
2020-2024 Corporate Strategy was added to current controls as it reiterates the councils commitment 
to partnership working to ensure delivery priorities 

SR004 Failure to Prioritise and 
put attention on Vulnerability 
and Social Inclusion

2020-2024 Corporate Strategy, the social inclusion checklist and OSC monitoring and challenge were 
added to current controls

SR005 Failure by the Council to 
Maintain an Effective Role 
within the Nuclear and Energy 
Sectors

Changes in leadership at Sellafield was added to contributing factors
New integrated SNEB and strong Relationship with RWM (radioactive Waste Management Ltd) and 
first project resourced were added to required controls.

SR006a 'Failure of Copeland 
economy to fulfil its potential 
relating to new missions, 
Sellafield Transformation and 

Risk title changed form
'Failure of Copeland economy to fulfil its potential relating to delays in key nuclear missions including 
Moorside, North West Coast Connections and Sellafield Transformation'
Required additional controls added

Notes and changes made to the Strategic Risk Register during Quarter three and four of 2019-20 Appendix B
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Risk Code & Title Note and changes made during Quarter three of 2019-20

economic transformation  New Nuclear prospectus
 Copeland Vision
 Allerdale collaboration 
 Strong relationship with Northern Powerhouse
 Devolution growth deal opportunities 

SR009 Failure to Ensure 
Effective and Statutory 
Information Governance

Archive project underway. Review and revisions to records Retentions policy will inform this.

DPO has completed training to become a certified DPO. One other member of staff is also taking 
training and this will increase resilience to the role.  Risk score reviewed and impact score reduced 
from catastrophic to critical.

SR010 Failure to Realise Income 
from Commercial and Trading 
Activity

The inaugural meeting of the Commercial Engagement Group occurred in October, this will be 
reinforced further by monthly commercial updates being included in Copeland Chat. 
The communications strategy for commercial and Contract standing orders were added to internal 
controls.
APSE provided Commercial Awareness training to Managers to key managers and staff to reinforce 
the commercial culture.

SR012 Failure for the Council to 
prepare for the possibility of 
changes in Local Government 
governance arrangements.

Government announcements and possible model imposition and weak relationships were added to 
risk triggers
The following were added to internal controls

 MOU with Allerdale
 Use of joint districts to develop strategy
 Advice and support with regular interface with Northern Powerhouse
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Appendix D – Business critical functions maintained in from March-May during Covid19 pandemic
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